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C0:
DATA ACQUISITION, PROCESSING, AND CONTROL SYSTEMS SUBCOMMITTEE

Chair: C. Preuss

Vice Chair: J. Evans

The Subcommittee met on 05/20/09 with 9 present; 8 members of 13 C0 members for a quorum.  The agenda for the meeting was approved. Minutes from the January 2009 meeting were not distributed prior to the meeting. 

Note that since all attendees were at all meetings, it was decided by the group to forgo reports from the Chairs. Brief summaries and actual draft meeting minutes are included for these notes.
C1:
IEEE 1686 Standard For Substation IED Cyber Security
Chair: S. Sciacca
Vice Chair: M. LaCroix
Output: Standard
Established: 2008
Expected Completion Date: Initiating joint work with PSRC H13.
The C1 working group did not meet, but met as C10.
C2:
IEEE 1613 Standard Environmental and Testing Requirements for Communications Networking Devices in Electric Power Substations
Chair: J. Tengdin
Vice Chair: L. Smith 
Output: Standard update
Expected Completion Date: 

The C2 working group met. The results of the ballot were reviewed. New work items were discussed:
1. Annex discussion of the history of the requirements

2. Annex discussion on test procedures

It was noted that the basis for the standards is equipment installed in substation control houses, not substation yards, which is becoming an increasing trend.

IEEE POWER ENGINEERING SOCIETY

SUBSTATIONS COMMITTEE

Working Group C2 – IEEE P1613

Minutes

May 19, 2009

Kansas City , MO.
I.
Introductions

The meeting was chaired by Lee Smith. 

II.
Appointment of Secretary

Marc Lacroix is the secretary of the meeting.

III.
Review of IEEE Standards Patents

IV.
Results of P1613 Balloting
The next table summarizes the results of the different ballots

	Ballot Submission
	1st
	2nd
	3rd

	Number of Balloter
	75
	75
	75

	Response Rate
	82%
	
	

	Abstain Rate
	
	4%
	1%

	Approval Rate
	77%
	98%
	100%

	Comments
	131
	16
	1


On the second ballot, there were two negative ballots on wording of relay communication port testing and one negative Ballot on editorial error that had not been corrected.

From the last ballot, there was just an editorial comment.

The day before the closing of the balloting, the revised PAR was approved by NesCom. The PAR was revised to clarify the fact that this standard covers the communication equipment and communication ports of relays. Also, the revised PAR specifies that, excepting for the communication ports, other equipments used in protective relaying applications should be tested accordingly to IEEE Std C37.90™[B6], IEEE Std C37.90.1, IEEE Std C37.90.2, and IEEE Std C37.90.3.
V. Discussion of P1613 BRC Review
The comments for the different ballots was reviewed by this committee:
· Lee Smith

· John Tengdin

· Mike Dood

· Grieg Pruess

· Marc Lacroix

· Andrew West

VI. Discussion of P1613 Final Document
No discussion.
VII. Next Steps
The final document will be sent to REVCON before the 14th of May.

John Tendgin proposes new work items:

· Add an annex related to the history of requirements. This annex will describe the events that lead to the specification of tests to be conducted on protection equipments. The goal of this annex is to inform the people in the industry about the intent of these tests.

· Add a second annex on testing procedure. There are assumptions that the equipment must survive the transient tests. This annex will describe the procedures to do the tests and how the equipment should behave during the different steps during the tests.

There was some discussion regarding the transients in the yard since IEDs will be more and more installed in this environment. The existing standards only cover IED installed in the protection house.

VIII.
Next Meeting

To be announced.
C3:
IEEE C37.1 Standard for SCADA and Automation Systems
Chair: C. Preuss
Vice Chair: D. Holstein
Output: Standard
The C3 working group did not meet.
C5:
IEEE C37.2 Draft Standard for Electrical Power System Device Function Numbers and Contact Designation
Chair: J. Tengdin
Vice Chair: W. Ackerman
Output:  Standard
C5 did not meet.

C6
Trial Use Standard for a Cryptographic Protocol for Cyber Security of Substation Serial Links (P1711)
Chair: D. Whitehead
Vice-Chair: Andrew Wright
Output: Standard
The C6 working group met and it was decided to revise the draft and PAR then form a ballot pool.
Minutes of C6 Meeting

May 19, 2009

Kansas City (Substation Annual Meeting)

Dave Whitehead, Chair, Andrew Wright, Vice Chair

Attendance:

· Mason Clark

· Mike Dood

· Marc Lacroix

· Craig Preuss

· Sam Sciacca

· Lee Smith

· Andrew Wright

· Tim Tibbals

· John Tengdin

· Daniel Camp

The meeting began with the IEEE Patent Slides being presented.   

The draft document as revised by the Vice Chair was reviewed in detail with various document edits provided by the attendees and incorporated into a new draft during the meeting.  

The Title, Scope, Purpose and outline of the document was approved by unanimous vote for PAR revision as follows:

Title:  Draft Trial-Use Standard for a Cryptographic Protocol for Cyber Security of Substation Serial Links

Scope:  This trial use standard defines a cryptographic protocol to provide integrity, and optional confidentiality, for cyber security of substation serial links.  It does not address specific applications or hardware implementations, and is independent of the underlying communications protocol.
Purpose:  The elevated concern of cyber security throughout the power industry has created a need to protect communications to and from substations.  This trial use standard defines a cryptographic protocol known as Substation Serial Protection Protocol (SSPP) that can protect the integrity and optionally confidentiality of asynchronous serial communications typically used by substation equipment.  SSPP is primarily intended to protect serial SCADA communications, but can be applied to other serial communications.  SSPP is independent of the underlying communications link and protocol (e.g. Modbus, DNP3), and is appropriate for serial communications over leased lines, dial-up lines, multi-drop links such as RS-485, radio, power line carrier, fiber optic, etc.  SSPP is suitable for implementation in new equipment or for deployment in bump-in-the-wire devices retrofitting protection to existing systems.

Next meeting will be in September in Arlington, TX in conjunction with the PSRC (date and time to be announced).  It was determined to construct a ballot pool and put the revised draft with revised PAR to ballot at this meeting, if possible.

Meeting adjourned.        

C7
IEEE 1588 Profile for Power System Applications
Chair: T. Tibbals
Vice Chair: 

Output: Standard

Established: 2009

The C7 working group met. A status update was provided on work that the PSRC is doing. The C7 members need to educate themselves on the IEEE 1588 standard in order to help. Other new action items were discussed as documented in the meeting minutes.
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H7/SubC7:
 IEEE 1588 Profile for Protection Applications

H7 Chair: Bill Dickerson

SubC7 Chair: Tim Tibbals

Vice-Chair: Galina Antonova

Output: Standard

Established:
May 2008

Expected completion date: TBD

The Substations committee WG C7 met for the first time on May 20, 2009 in Kansas City, Missouri with 8 attendees (7 members and 1guest). 

After introductions IEEE patent policy slides were presented. Attendees were advised to inform the chairs about any patent issues. None were identified.

Tim presented an IEEE 1588 status update. 

· Review the minutes from the IEEE Pittsburgh meeting.

· Outlined the decisions agreed to at the IEEE Pittsburgh meeting. 

· IEC TC57/WG10 wants this profile in early 2010 if possible.
Tim discussed that the Substations Committee members need to educate ourselves to the IEEE 1588 standard so we can better understand the profile that this new standard is creating.

Craig Preuss noted that the 802.1AS referenced in the Pittsburgh notes is itself not an approved standard, presently a draft.  We need to follow up with Galina to determine if this has been considered in previous discussion.

Lee Smith would like to bring this work to the DNP Technical Committee for possible consideration for adoption for DNP time synchronization.  We will review with Galina about providing this group, outside the IEEE with documents.  Can this be done?  If so, how?  

Between now and the next meeting the working group members have had the latest version of the consensus draft profile distributed to them in addition to the IEEE 1588 standard.  The working group will be added to a combined email list so that any discussion is automatically distributed. 

Next meeting will be a combined session with H7 in Arlington TX, Sept. 13-17, 2009.

C8
IEEE 1615 Recommended Practice for Network Communications in Substations

Chair: M. Thesing

Vice Chair: J. Tengdin

Output: Standard

Established: 2009

The C8 working group did not meet.
C9:
IEEE 1646 IEEE Standard Communication Delivery Time Performance Requirements for Electric Power Substation Automation

Chair: J. Tengdin

Vice Chair: D. Holstein

Output: Standard

Established: 2009

Expected Completion Date: 2010.

The C9 working group did not meet, but C0 did agree to establish the working group and review the potential for future work.

C10:
Standard for Cyber Security Requirements for Substation Automation, Protection and Control Systems

Joint Chair: S. Sciacca

Vice Chair: 

Output: Standard

Established: 2008

Expected Completion Date: Initiating joint work with PSRC H13.

The C10 (as C1 originally, which was renamed to C10 at C0 meeting) working group did meet. The draft document was reviewed. Coordination with IEEE 1402 Jack Bashirian is required to prevent overlap.

Minutes of C10 Meeting

May 18, 2009

Kansas City (Substation Annual Meeting)

Sam Sciacca, Chair, Marc Lacroix, Vice Chair

Meeting began a 1:30 PM.  9 members and 4 guests were in attendance.  2 of the guests have requested membership.  It was noted that normally, C1 and H13 of the PSRC will be meeting together as the two groups have joined forces to generate a standard for substation cyber security.  This meeting (Substation Annual Meeting) is the only meeting in which C1 of Substations and H13 of PSRC do not meet together.

The meeting began with the IEEE Patent Slides being presented.   

The draft document was put up to solicit comments on the Scope, Purpose and outline of the document.  Sam indicated that H13 is waiting for our comments to submit the PAR through the PSRC Standards Subcommittee process.  A minor comment on scope was noted.  Other comments on the outline/content were discussed and recorded.  These will be sent to H13 for discussion and possible incorporation at the next meeting.

Jack Bashirian, Chair of E7, announced that they will be undertaking revision of IEEE-1402, Substation Physical and Electronic Security.  Jack noted that some of the issues that are in our outline, such as boundary definition, electronic access control, CCTV monitoring, equipment, cubicle alarming are/will be addressed in the revision of IEEE-1402.  Jack suggested that the revision of IEEE-1402 be coordinated with C1/H13 so that duplication of efforts was not performed.  It was concluded that members of C1 would attend the E7 meeting later in the week to assist in the start-up of the 1402 revision process and to see what a good delineation of efforts might be.  

Next meeting will be in September in Arlington, TX in conjunction with the PSRC (date and time to be announced).  

Meeting adjourned.        

Liaison Reports

None.

Coordination Reports

None.

Old Business 

None discussed.
New Business
C0 approved the creation of working group C10 as a joint working group with PSRC H13 for work on substation cyber security standard.

Mike Dood wants to move old documents from old website to new website. He requested working group chairs to help with what should move.

The tutorial had 15 attendees.

B0 requested future-looking new topics for April/May 2011 joint meeting with CIGRE. The sessions are 45 minutes with discussion. The following were suggested:

1. Sam Sciacca – What is Substation Automation from North American Perspective

2. Craig Preuss and Mike Dood – What is the impact of IEEE C37.233 Precision Time Synch on Substation Automation

Extensive work was done during the meeting to get the membership lists for the working groups up to date. C6, C0, and C7 are done; all other working group chairs should send marked up lists to Mike Dood.

The initiation of IEEE 1646 was discussed and whether reaffirmation or update is required. The thought from Dennis Holstein and John Tengdin is that reaffirmation is needed. Craig Preuss to e-mail Dennis to see if he is willing to be chair again with the requirement that he is available to attend meetings.

A new chair was selected for the update to IEEE 1613, which was approved by C0.

IEEE 525 is the substation cabling recommended practice. Craig asked for people who are interested in being involved in that working group. Mark LaCroix, Sam Sciacca, Mike Dood, and Mason Clark indicated interest. Craig to contact IEEE 525 chair and obtain copy of draft standard for distribution.

Craig to contact PSRC to establish joint meeting with PSRC in September. Craig to check to see if we can just plan on doing it annually.

IEEE 1379 was discussed. Lee will start collecting information for the basis on whether an update to the standard is required in the near future.

September 2009 PSRC joint meeting C0 meeting will include two presentations. Mason Clark to look into 1 or 2 presentations. Sam to give presentation on P2030 activities.

Future work

1. Remote maintenance of IEDs – tee up for Montreal meeting with Mark LaCroix and Hydro One

2. Collection of asset management data

3. Transformer monitoring data collection – Sam Sciacca and Kirk Duncan to work on getting someone to give a presentation on this at the January 2010 JTCM.

4. Documentation of SA Systems. Kevin Donahoe from PSRC I5 is working on the schematic representation of relaying. Craig to talk with Kevin about presenting at the January 2010 JTCM.

5. Cyber security panel session for 2010 annual meeting. Sam will organize, Lee will help provide information. IEEE 1686 – Mark LaCroix OK presenting; 1711 – need to check with chair Andrew Wright; Pxxxx – need to check with PSRC and/or Sam Sciacca; 1402 – 1402 chair Jack Bashirian need to check on.

1. Tutorial in 2010

2. Do SA tutorial again

3. Look for better support from host committee (information posted on web site this year was slim) and e-mails to local people

4. Craig to check with Bill Ackerman on Bill leading the effort again.

5. Tim/Sam have edits from this session’s tutorial
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