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C0 Meeting Notes


C0:
DATA ACQUISITION, PROCESSING, AND CONTROL SYSTEMS SUBCOMMITTEE

Chair: C. Preuss

Vice Chair: J. Evans

The Subcommittee met on 05/18/11 with 4 members, 1 corresponding member attending remotely, 1 new member attending remotely, and 3 guests.  Rick Murphy was added as a member of C0. Notes from the September 2010 meeting were not distributed prior to the meeting but are available on the Substations Committee C0 website:

http://ewh.ieee.org/cmte/substations/scc0/basefile.htm.
More information regarding the C0 meeting is presented at the end of this report.
C1:
IEEE 1686 Standard For Substation IED Cyber Security
Chair: S. Sciacca
Vice Chair: M. LaCroix
Output: Standard
Expected Completion Date:

The C1 working group met. At the January 2011 meeting it was decided to proceed with a revision. The vice chair will discuss with T&D committee about interest in joint sponsorship of 1686. The chair will discuss with the PSRC about interest in joint sponsorship of 1686.
It was discussed whether the standard should change focus from a checklist of features users can use to ask vendors about to a standard that presents different levels of devices (like level 1, 2, and 3) that would have a set of features that could be tested for compliance to that level. Levels are preferred since these tie back to NIST IR 7628.

Consideration should be given to different profiles, for example a data concentrator and IED.

Interfaces in NIST IR 7628 and PC37.240 could be used to better describe the scope and align with 1686.

Working group membership will be maintained using IEEE-SA.

C2:
IEEE 1613 Standard Environmental and Testing Requirements for Communications Networking Devices in Electric Power Substations
Chair: J. Tengdin
Vice Chair: L. Smith 
Output: Standard update
Expected Completion Date: 

The C2 working group met to discuss expanding scope to include other portions of the smart grid. Meeting minutes have not been provided by the working group.
C3:
IEEE C37.1 Standard for SCADA and Automation Systems
Chair: C. Preuss
Vice Chair: 
Output: Standard
The C3 working group met with 15 attendees. It was decided to proceed with a revision to the standard. The chair noted that the existing standard received ballot comments about the number of “should” in the document. Sue Vogel from IEEE SA noted that standards typically have about 10% “should” and 90% “shalls”. The contents were reviewed at the meeting:
1. Should clause 4 be moved to an annex or kept as introduction?

2. Should the tables in clause 5 be kept?

3. Should the standard be a recommended practice or guide that points to other standards like 1686, 1711, etc?

4. Should availability be standardized so there is a standard methodology of calculating reliability? The standard does not address the difference between reliability of hardware, software, and communications.

5. No mention of point lists

6. Interest in being chair should be expressed to the C0 chair by June 1st.

7. A PAR will be taken out after June 1st.

8. Existing scope and purpose are still good to use.

C4:
IEEE XXXX Draft Standard for SOE Time Stamping Requirements for Substation IEDs 
Chair: M. LaCroix

Vice Chair: 

Output:  Standard

The C4 working group met. Discussion centered around what is the use case(s) to be used for the standard. The standard’s goal should be that all requirements are testable with backwards compatibility to other standards. The group will move forward without the PSRC in order to develop a separate understanding of the requirements and then revisit joining the PSRC working group at a later time.
It was noted that there is the accuracy of the clock and the accuracy of the process to capture the input signals. Synchrophasors and sampled measured values are sampling processes that are fundamentally different than an analog value exceeding some deadband value, which is really a digital process.

A title was considered, along with scope and purpose.

C5:
IEEE C37.2 Draft Standard for Electrical Power System Device Function Numbers and Contact Designation
Chair: J. Tengdin
Vice Chair: W. Ackerman
Output:  Standard
The C5 working group did not meet.
C6
Trial Use Standard for a Cryptographic Protocol for Cyber Security of Substation Serial Links (P1711)
Chair: D. Whitehead
Vice-Chair: Andrew Wright
Output: Standard
The C6 working group did not meet.
C7
IEEE 1588 Profile for Power System Applications
Chair: T. Tibbals
Vice Chair: M. Dood
Output: Standard

Established: 2009

The C7 working group met jointly with PSRC H7 via conference call and web meeting. A single negative comment was received on the 3rd recirculation and a response approved by the working group. 
Attending C7 were  10 guests, 2 members, and 1 member via conference call.

C8
IEEE 1615 Recommended Practice for Network Communications in Substations

Chair: J. Gould
Vice Chair: 
Output: Standard

Established: 2011
The C8 working group met. The existing scope and purpose were reviewed and edited for submittal with the PAR. Changes discussed included:
1. Include other network connections to
a. Control center
b. Remote access
c. Distribution automation
d. Smart grid communications hub
e. Security
f. Corporate access
2. A reference to 1711 can be done now
3. Pull in HSR and PRP
4. Add redundancy and topology
5. Add design practice to pull in communication block diagram, data flows, and network settings.
6. IPv6 addressing
7. Layer 2 versus Layer 3 networks
8. Change to include 1815 as DNP3
9. Expand 1588 coverage
C9:
IEEE 1646 IEEE Standard Communication Delivery Time Performance Requirements for Electric Power Substation Automation

Chair: J. Tengdin

Vice Chair: D. Holstein

Output: Standard

Established: 2009

Expected Completion Date: 2010.

The C9 working group did not meet.
C10:
IEEE PC37.240 Standard for Cyber Security Requirements for Substation Automation, Protection and Control Systems

Joint Chair: S. Sciacca

Vice Chair: 

Output: Standard

Established: 2008

Expected Completion Date: Initiating joint work with PSRC H13.

The C10 met after the PSRC H13 meeting. 

The IEEE SA is providing resources to support the project, including a secretary, mentor site and technical writer. The mentor site will support collaboration between the working group members and training will be available soon on how to use it.
A draft schedule was presented that shows the next date is June 24 for a draft to be given to the technical writer.
The present draft was reviewed and contributors were assigned sections.

It was noted that the present draft did not include a specific reference to P1402 (only the E7 working group) and did not include the cyber security of the physical security components covered by P1402.

It is possible to reference a draft standard that has not been published.

MACsec was referenced as a way for application layer protocols that provide no security to become secure.

C11:
IEEE 1379 IEEE Recommended Practice for Data Communications Between Remote Terminal Units and Intelligent Electronic Devices in a Substation 
Chair: L. Smith

Vice Chair: 

Output: Recommended practice

Established: 

Expected Completion Date: 

The C11 did not meet.
C12:
IEEE 1815 IEEE Standard for Electric Power Systems Communications - Distributed Network Protocol (DNP3)

Joint Chair: L. Smith

Vice Chair: A. West

Output: Standard

Established: 2009

Expected Completion Date: 2011
C12 met to  discuss present  status to add security.
C13:
IEEE C37.115 IEEE Standard Test Method for Use in the Evaluation of Message Communications between Intelligent Electronic Devices in an Integrated Substation Protection, Control, and Data Acquisition System
Joint Chair: J. Tengdin

Vice Chair: 

Output: Standard

Established: 

Expected Completion Date:.

The C13 working group did not meet.
C14:
IEEE 1815 IEEE Standard for Electric Power Systems Communications - Distributed Network Protocol (DNP3)

Joint Chair: L. Smith

Vice Chair: 

Output: Standard

Established: 2010

Expected Completion Date: 2011

C12 met to discuss present  status of mapping.

Liaison Reports

None.

Coordination Reports

None.

Old Business
Chair to request Eric Udren provide C with continuing updates on PSRC H12 progress to see how it might be incorporated into 1615.
1711 status was discussed that balloting was complete and comments resolved. A misunderstanding was preventing a recirculation ballot, but the chair was contacted via e-mail to get a recirculation ballot. It is expected publishing by early 2011.

The 1613 revision for shock and vibration was discussed. The apparent direction of leaving the standard as is was countered by soliciting shock and vibration requirements from utilities to see what their practices are. Utilities discussed were PG&E, SCE, AEP, ComEd, TVA, Hydro Quebec, Hydro One, and BPA. The chair to contact the 1613 chair to get this accomplished.

A new working group, C14, was discussed to address the mapping of DNP3 to IEC 61850. Since IEC 61850 has models for devices outside of the substation, it was discussed at an earlier lunch meeting that Matt Ceglia could provide contacts with other IEEE committees/working groups that might be interested in a joint effort. It was also reported by the chair that during this lunch Ron Farquharson would check with IEC working group members as to whether there was any issue with a 1815.1 standard or if a new number would be preferred. Lee Smith agreed to chair C14.
It was discussed how the meeting attendance went. Since meeting attendance was low, it was decided to revert back to the following meeting format when meeting with the PSRC: non-joint PSRC working groups would meet on Monday in the time available, with the C0 meeting on the same day as PSRC subcommittee meetings at a time not during the PSRC H meeting.
The attendees revised the C scope as requested by the Substations Committee chair. The revised scope will be sent out by the chair to the C committee members for comments and then incorporated into the substation brochure.
It was noted that the joint meeting in Atlanta could use some presentation ideas. John McDonald could be used as a contact to discuss a relevant topic.
New Business
The chair presented a presentation provided by ICAP. The C0 working groups were reviewed with the following candidates for testing programs created in priority from highest to lowest:
1. 1613

2. 1815

3. PC37.238

4. 1711

5. 1815.1 – possibly when finished, but it may be likely that the UCA International Users Group will handle testing since 1815.1 will be a dual-logo with IEC 61850.

6. 1686 – maybe when update is finished

The chair will pass this information on to ICAP.
Marc Lacroix presented on a modem failure problem, how it was troubleshooted and eventually fixed. A recommendation will be provided to the chair of 1613 for further modifications of 1613 to address the identified problem. The presentation is embedded below.
(ADD LATER DUE TO SIZE)

Condition monitoring was discussed with the CIGRE member in attendance. A roundtable was jointly put on earlier in the week with good feedback. CIGRE will be moving forward to identify specific areas of interest and will keep the C0 chair informed of their progress.

Future meetings are joint with the PSRC in Minneapolis, MN in September 2011 and the Joint Technical Committee Meeting in January 2012 in Anaheim, CA.

�Add file when done.
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