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Setting the Stage:

Why We Need to
Change the Paradigm



The Future of Privacy

Change the Paradigm to
Positive-Sum,

NOT
Zero-Sum



Positive-Sum Model

Change the paradigm
from a zero-sum to
a “positive-sum” model.:
Create a win-win scenario,
not an either/or (vs.)
Involving unnecessary trade-offs
and false dichotomies ...

replace the “vs.” with “and”



Privacy by Design:
The 7 Foundational Principles

Proactive not Reactive:

Preventative, not Remedial;
Privacy as the Default setting;
Privacy Embedded into Design;

—ul

End

| Functionality:

-to-End Security:

Visibility and Transparency:

Res

Keep It Open;

pect for User Privacy:
Keep it User-Centric.

Positive-Sum, not Zero-Sum:;

~ull Lifecycle Protection;

e

Privacy by Design
The 7 Foundational Principles

Ann Cavoukian, Ph.D».
Information & Privacy Commisdonear
ontario, Canada

FPriviey by Disign is a concept | developed back in the 9075, to address |]1
aof Information and Communication Technologies, and of large-scale n

rer-growing and systemic effects
lcdd ata sysbems,

Frivacy by Design advances the view IJ1 h future of priv ot be assured solel l I:l I:OI:HFJLLHCE
with regulatory framcworlcs;, rather, privacy assurance must d .1]|. |:| come an organiz s default
mede of cperatio

Initially, deploying Privacy Enh:l.ncmg'[e chnologies (PETS) was seen as the solution. Teday, we realize that
a more substant uJ.lpp\mxh q ired — extending the e iz o of PETs to FETS P.wa r..'Ju.n3 a positive-sum
{hall functionality) approach, not zeca-sum. That's the “Fius" in FETS Pus: positive-sum, not the sither/or
of zera-sum [a fakse dichotomy :|

Privaey by Desigr extends to a *Trilogy” of encompassing applications: 1) [T spstems; 2) account, ahle business
practices; and 3) phy s.rn] d esign and metworked infrastmacture.

Principles of P :.nyh&\cg:ma b= applied to all trpes of perscnal information, but should be applied

wuhp I.I113 ve data such as medic l Borma ion and financial data. The s n5d1 Ep\: ivacy
measures tends b-eco.mmem.uu with the sensitivity of the dat.
The chjectives of Privacy by Design — ensuring privacy and gaining personal conolov information

and, for arganizaticns, gaining a sustainable competitive
the following 7 Foundational Principles o0 over page):

—

advantage —may be mmphshcd b}' practicing

www.ipc.on.ca/images/Resources/7foundationalprinciples.pdf




Adoption of “Privacy by Design”
as an International Standard

Landmark Resolution Passed to Preserve
the Future of Privacy

By Anna Ohlden — October 29th 2010 - http://www.science20.com/newswire/landmark_resolution_passed_preserve_future_privacy

JERUSALEM, October 29, 2010 — A landmark Resolution by
Ontario's Information and Privacy Commissioner, Dr. Ann Cavoukian,
was approved by international Data Protection and Privacy
Commissioners in Jerusalem today at their annual conference.

The resolution recognizes Commissioner Cavoukian's concept of
Privacy by Design - which ensures that privacy is embedded into new
technologies and business practices, right from the outset - as an
essential component of fundamental privacy protection.

Full Article:

http://www.science20.com/newswire/landmark resolution passed preserve future privacy




Ineer

Year of the Eng

2011

__q______ W___.____

mw________;h_:__::h._______F__:_____..w_::_:ﬁ_:_.._,.m,..




Engaging Technical Teams
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Privacy by Design and the
Internet Engineering Task Force (IETF)

“The concept of Privacy by Design has gotten a lot of
attention over the past few years and within the IETF we
have tried to investigate how we can consider privacy in the
design of protocols and architectures in a more systematic
way ... in protocols and architectural designs.”

“We have started to shed more light on privacy in the IETF
by organizing a privacy workshop to solicit input from the
technically minded privacy community, to create an IETF
privacy directorate, and to start the work on a number of
documents to offer more guidance to engineers.”

— Privacy Considerations for Internet Protocols,
Internet Engineering Task Force (IETF), www.ietf.org
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Why Privacy by Design
and the Smart Grid?
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“The smart grid is certainly a good ,
idea, which | strongly support. But the Can smart grid know too much?

Hydro meter info a boon

focus has been so singularly on i, SOV S

and must be protected,
privacy czar says

controlling energy use that | think the | &

privacy issue is a sleeper — it is not ;m

° ) 3
top-of-mind. 2

tricity system i budt around the
province, said A Canvoulkian, On-

‘ IIIII‘ ' tario’s information and privacy S e
0 I SS I O n e r aVO u k I an wxw‘:ua- ibmatonon ~~ THEY KNOW WHEN YOU'RE AWAKE ..

power usage and snart meters are
installed in Ontario bomes to track
consumption data, that persomal
information could repeesent a trea-

“We've taken the advice of the privacy |z=iss:
commissioner upfront before the smart | ===

guys, thieves who'll know when you

THEY KNOW WHEN
YOU'RE IN THE SHOWER

SHUTTERSTOCK WAGE

arenot at home.” Cavoulian sidin What time you sheep, cock, showes, tam on

aninterview: the TV, o ulthnhrm ys\emmklndnd

grid is even put in place.” e

= . g yaodil

vigilance ia't maintained personal

] ra u g u I habits could become everyone’s
1 business. have been examined and covered,  use, Cavoukian seid “They can de- ‘I"'\utm t every single appli-  formation other than the peopie

Energy Minister Brad Dugaidsaid  said Progressive Conservative en- tk;ppmcmsufbe*mmm e in your howse reporting, in  who get it now — Toroato Hydro

Ontario Minister of Energy and Infrastructure | m=mes e, wm f‘“‘f‘f m“m,m:‘.:f J""
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sl xr,ﬁm‘bd:’:n be doing that”
.bevmztgn. emaputinplace”  Thed ’*astnxfmupo -x*z houwe
hesid

smit grid system 'ﬂ]hemhc 'ulpcv ‘mm.pwm r. The Onnmrrmnmpx«mvnn “This i< a tre o
Yot before the switch was ficked  capable of letting sharingof that data sh said ] i mxm\\'ew:wr.uk.c:\-;n-
on the program, all bases should  their hourly and real-time energy  consumers, Cavonitian suid. anlom'nc e gets thi vacyis the default”

Toronto Star, May 12,2010 http://tinvurl.com/24dzn9i




Implementing Privacy by Design:

The Smart Meter Case

 Data aggregation techniques for
meter data that do not reveal
Individual meter readings;

» Solutions may be implemented
on existing smart meters with
only a minimal increase in
computational overhead;

« Modern crypto can provide
a powerful building-block
towards the implementation
of Privacy by Design.

IEEE Intemational Conference on Smart Grid Engineering (SGE'12)

Implementing Privacy by Design: The Smart Meter Case

Ann Cavoukian
Information and Pnvacy Commissioner
Toronto, Ontario, Canada
Commissioner@ipe.on.ca

Absrace— The principle: of Privacy by Design are gaining
increasing support by policymakers and regulators and have
been put forth a: guideline: for smart meter deplovment: bath
in Eurcpe and North America. For concrete implementations,
bowever, it can be daunting as to what an electricity network
operator should do to desizn privacy principles inte their
system. In the following paper, we outline the case of smart
meter implementations, and propase aggrezation protecoel: and
cryptographic technologies that can be med to concretely
implement Privacy by Design at the level of meter data,
leading to mnot only privacy protection but at the same
time, achieving 2 positive business impact.

Keywords- smart meter, privacy, Security, customer
information, smart meter data, Privacy by Design

I INTRODUCTION

With an aging infrastructure, medemization efforts are
underway fo make the current electrical grid “smarter.”
The mfrastructure that will support the Smart Gnd 1s
envisioned to: provide consumers with more choices on
when and how mmch they use; self-heal n case of

disruptions such as natural disasters; be resilient against
physical and cyber attacks: provide better energy quality
and more efficient delivery and; link to alternative Energy
sources. The installation of advanced networks and
commmications technology will allow for data to be
collated into understandable and actionable information for
consumers and utilities.

One major component in this fransformation to a Smart
Gnd is the smart meter, which will allow for real-time
measurements of energy usage and mteraction between the
electricity provider (utility) and the consumer. Smart
meter data is intended to allow for the development of an
ammay of new services and efficiencies for both the
consumer and the unlity. Such end-user components and
activities ivolving consumers, however, will tend to
increase the collection, use and discloswre of personal
information.

Privacy concems arise when there is a possibility of
discovering personal information such as the persomal
habits, behaviows and lifestyles of individuals inside
dwellings, and to use this information without the consent of
the consumer for purposes other than for the provision of
electricity, such as marketing. Thus, the Smart Grid and
smart metering will necessifate the emergence of a new
relationship between utilities and individuals, centered on
customer engagement and trust. Privacy and data secunty
will be the dual comnerstones of this new relationship, with

Klaus Fursawe
Instifute for Computing and Information Science
Raboud University Nijmegen
Nijmegen, The Netherlands
kamsawe@cs.mnl

Privacy by Design (PhD) as its base to establish and
maintam consumer trust and confidence.

In this paper. we outline why privacy needs to be
considered at the earliest stage of advanced metering
systems development. In addifion. we also bring to hahr
recent research that demomstrates data  ageregation
techmiques for meter data, thereby not revealing mdividual
meter readings. These techniques provide utilites with the
gramular meter data needed for load management, billing,
and fraud or other secunty fimctions. This approach is a
good example of PbD because it allows for the protection of
customer privacy while maintaining. the quality of and
potentially increasing, the data available to utilities for Smart
Grid operations. Importantly, these protatypes have also
shown that the soluions can be implemented on existing
smart meters, with only a minimal increase in compmﬁuonrﬂ
overhead. This demonstrates that modem cryptography is
1\.1deh applicable even In constraint environments, and can
provide a powerful building-block towards the
implementation of the FhD pmclples

I PRIVACY AND THE ONGOING GROWTH OF THE SMART
GRD

One of the greatest engineering achievements of the
20th cenfury, electrical mt{s are the largest machines on
earth. However, 100 years after their infrastructure was first
built, they require updating to provide for new 213t century
goals to make the arid efficient. reduce the impact on the
environment, link up to alternative emergy sources and
provide for more consumer involvement and choice.

The ongoing growth of the Smart Grid 15 changing the
tole of the utility. Historically, energy providers focused on
maintaiming consistent s uppl\ at the lowest possible cost;
interactions with customers largely mvelved billing and
minimizing credit risk. With the Smart Grid, the promise for
consumers 15 the mcreased ability to understand how they
use enerzy, and help manage energy consumption better. To
this end, an amay of new services and vamous tools are
being developed and deployed to allow consumers fo see
their energy use account information online, and in
comparison with their neighbours, Also, smart devices in
the home will firther engage consumers in participating in
energy reduction programs and savings plans offered by
utilities.

The vast majority of the Smart Grid has to do with the
operation of the power metwork (which comsists of all
systems, processes and devices used for the management of
this network), to ensure the safe and reliable deh‘.'er\ of
energy rather than perfaming to individual energy

WWW.privacybydesign.ca




Privacy by Design and Data Minimization

» Although de-identification is a tried and proven approach in settings
where further research is to be conducted on the de-identified data, it
Is preferable to follow the principles of data minimization — collect as
little personal data as possible;

* The first approach is data minimization in which data aggregation
ensures that individual smart meter data cannot be disclosed In the
first place;

» Aggregated data collected over a sufficiently large data set makes it
generally impossible to determine individual data elements;

 The primary challenge for aggregated data is to ensure that the
aggregation groups are chosen properly, to protect individual
households and provide stable data for the intended use cases.



Aggregation Protocols
for Smart Meter Data Minimization

 Billing Protocol using a Homomaorphic
Commitment Scheme;

* Diffie-Hellman based Private Aggregation
Protocol (DIPA);

» Low Overhead Private Aggregation (LOPA).



Positive-Sum Smart Grid

* The positive-sum characteristic of these types of
aggregation is that both Smart Grid operators benefit
as well as energy consumers;

« When using privacy-preserving smart meter protocols, the
granularity or frequency of meter readings raises little if
any privacy concerns since this data Is not transmitted from
the smart meter, except with the consent of the consumer;

» As such, the frequency of meter readings can be increased
without compromising consumer privacy.



Conclusions

*|_ead with Privacy by Design — maintaining consumer
confidence and trust will be essential;

 Enable both the Smart Grid and Privacy to grow In tandem
— not one at the expense of the other — prevent the data
breach ... enable the service;

- Get smart about privacy by making It a priority — embed
privacy into your technical specifications, architecture,
systems, devices and business practices.

*If you don’t lead with Privacy by Design, you may end up
with privacy by chance — or worse, Privacy by Disaster!
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