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Electrical Power Systems Critical
Infrastructures
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‘ Another Problem

Abnormal Real Life - Measurements
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SCADA System Communication Model
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‘ Generic Model of Intrusion Detection
System
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Rough Sets Theory

Proposed by Z. Pawlak in 1982
Uses lower and upper approximations of a set

Reduces the upper set and expands the lower set
using the knowledge available in the Original Set of
Examples and defining a set of rules that maintain
the same inductive classification.
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Rough Sets Theory

The main idea: find a discernable set
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Rough Sets Theory

= Division of the space using the attributes
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Rough Sets Theory

= Three Discernable Regions
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Rough Sets Theory

= Lower and Upper Approximation Sets
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‘ Rough Sets Theory
Proposed Algorithm

Set of Rules

o If Active Power on Bus 4 »= -0.77 and Active Power
on Bus 4 < -0.2567 and Active Power on Bus 6 >= -
0.77 and Active Power on Bus 0 < -0.5133 then

output condition is Normal.

e If Active Power on Bus 4 >=
Power on Bus 4 < 0.71 then
Abnormal.

e If Active Power on Bus 6 >=
Power on Bus 6 < 0.71 then
Abnormal.

0.4667 and Active
output condition is

0.4667 and Active
output condition is

Information
Discretizing

!

Removing
incoherencies

!

Extracting
Reducts

A

Grouping Rules

End

17

Illustrative Example
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Test Environment Diagram
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45 examples containing the 57 measurements
(2565 original data samples) provided by the

SCADA simulator program with some sort of errors

introduced

For sake of clarity, the errors were applied only on
Bus 4 and Bus 6 of the Six Bus Power System and
included only sign switch error type.
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Some Results

v 1 1. 0500000000E+00  1.000E-04

A 1 0.0000000000E+OD 1. 000E-D4

1 1 1.0737184633E+00 1.000E-02 2.06E1B45005E-01 1.000E-02

1 2 4.99999%7656E-01 1.000E-02 1.0000000%75E+00 1.000E-02

1 3 5. %9%00%3BR3E-01 1.000E-D2 5.9%3%00%370E-01 1.000E-02

I 4 =6.9990098098E-01 1.000E-02 =7.0000000159E-01 1.000E-DZ

1 5 -6.39%00%3542E-01  1.000E-02 -£.9%35300%361E-01 1.000E-02

I & ~6.9990098569E-01 1.000E-02 =6.9999999590E-01 1.000E-02

E 1 2 2.B692%562288-01 L1.000E-02 -1 0% 1.000E-02
F 1 4 4 L1.000E-02 1.000E-02
3 1 & 3 L.000E-02 1.000E-02
F 2 1 -2 1.000E-02 1.000E-02
3 2 3 1 1. 1.000E-02
F 2 4 3 25310331z-01 L. 1.000E-02
3 2 & 1 J2E48552-01 L. 1.000E-02
E 2 & 2 1. 1.000E-02
3 3 2 -1 1. 1.000E-02
F 3 = 1 I1CEEQ28T-01 1. 1.000E-02
E 3 ] 4.35876025112-01 L.000E-02 1.000E-02
F 4 1 -4.2534439593E-01 1.000E-D2Z 1.000E-02
F 4 2 -3.2042041362E-01 1.000E-D2 4.628B6767811E-01 1.000E-D2
F 4 5 4.5764828567E~-02 1.000E-02 .BO3B452525E-02 1.000E-02
E 5 1 3 L.000E-02 £B41821203z-01 1.000E-02
E 5 2 1 1.000E-02 .1200810552E-01 1.000E-02
3 & 3 1 L.000E-02 L20476377042-01 1.000E-02
E 5 4 4. 1.000E-02 .71622245572-02  1.000E-02
E 5 ] 1.4472402488z-02 L.000E-02 7.20344704132-02 1.000E-02
F 6 2 -2.56804510996E-01 1.000E-DZ .4269807513E-01 1. 000E-02
F 3 3 -4.27705608B6E-01 1.000E-D2 .T7323343918E-01 1.000E-02
F g 5 ~1.4249266860E-02 1.000E-02 .5931518320E~02 1.000E-02

Rough Sets Rules
= If Active Power on -0.77 <= Bus 4 < -0.2567 and
Active Power on -0.77 <= Bus 6 <-0.5133
then output condition is Normal.
= If Active Power on 0.4667 <= Bus 4 <0.71
then output condition is Abnormal.
= If Active Power on 0.4667 <= Bus 6 < 0.71
then output condition is Abnormal.
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Some Results

TABLEI

LOAD FLOW AND STATE ESTIMATION OUTPUTS FOR BASE CASE

LOAD STATE R

LINES FLOW ESTIMATION Enter Input File Name: 'Scada_out.txt’
. T I Enter Number of Inputs: &

[I\I“] OUTPUT [[\l“] I Epi; H s 1 _:E SUEII}’;I AENCEMAL

FROM4TO 1 -42.53 -42.53 Input: 2 : RBNORMAL
e y ; Input: : RBNORMAL

FROM4TO2 | 3204 3204 A | ABNORMAL
FROM4TOS3 4,58 4.58 Input: : AENORMAL
FROM6TO2 | -250 2580 Toput | RBNCRMAL
FROM 6 TO 3 -42.71 -42.77
FROM 6 TO 5 -1.42 -142
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Some Conclusions and Future Work

Validation Tests using the “QMUL Electricity Test Data” for the
“IEEE Test Systems”.

The “QMUL Electricity Test Data” was filtered and corrupted with
noise and a set of outages and induced attacks.

Introduce this technology in a real Control Center

Establish the type of attack (classification system)
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