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Critical Infrastructures
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Electrical Power Systems Critical 
Infrastructures
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The Main Problem
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Load Flow Results:
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After the State Estimation:
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The Main Problem
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Another Problem
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SCADA System Communication Model

 

Circuit Breaker

Public Telephone
Network

Remote Access
(Maintenance)

SCADA Master

Corporate Network

SCADA
user interface

WAN TCP/IP

       RTU



5

9

Generic Model of Intrusion Detection 
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Proposed Anomaly Detection Architecture



6

11

Rough Sets Theory

Proposed by Z. Pawlak in 1982 

Uses lower and upper approximations of a set

Reduces the upper set and expands the lower set 
using the knowledge available in the Original Set of 
Examples and defining a set of rules that maintain 
the same inductive classification.
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The main idea: find a discernable set
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Rough Sets Theory

Division of the space using the attributes
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Rough Sets Theory

Three Discernable Regions
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Rough Sets Theory

Lower and Upper Approximation Sets
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Rough Sets Theory

Possible Sets
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Rough Sets Theory
Proposed Algorithm
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Illustrative Example
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Test Environment Diagram

 

Load Flow
Data System

Voltage
Solution

File
SCADA

Simulator

Measuremt file

State Estimator

State Estimator
Solution File

State
Estimator
Input file

Rough Set
Rule

Extractor

Anomaly
Detection
System

Knowledge
data base

Normal/
AbnormalExamples

New SCADA
data output

20

Database Generation

45 examples containing the 57 measurements 
(2565 original data samples) provided by the 
SCADA simulator program with some sort of errors 
introduced
For sake of clarity, the errors were applied only on 
Bus 4 and Bus 6 of the Six Bus Power System and 
included only sign switch error type.
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Some Results
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Rough Sets Rules

If Active Power on -0.77 <= Bus 4 < -0.2567 and 
Active Power on -0.77 <= Bus 6 < -0.5133
then output condition is Normal.

If Active Power on 0.4667 <= Bus 4 < 0.71 
then output condition is Abnormal.

If Active Power on 0.4667 <= Bus 6 < 0.71 
then output condition is Abnormal.
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Some Results
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Some Conclusions and Future Work

Validation Tests using the “QMUL Electricity Test Data” for the  
“IEEE Test Systems”. 

The “QMUL Electricity Test Data” was filtered and corrupted  with 
noise and a set of outages and induced attacks. 

Introduce this technology in a real Control Center

Establish the type of attack (classification system)


