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ABSTRACT:
The proposed Knowledge-based Authentication is built upon multi-factor authentication approach that enables quantifiable guarantees for claimants as well as imposters. Its technique uses identifier sets which can be biometrics, personal information, corporate information or locale information. It assigns probability for valid claimants to each identifier set and an adaptive model for imposters based on a model for imposters. A proper claimant is authenticated when the joint probabilities exceed a pre-defined threshold.

It computes the probability of inconclusive session termination, in which further manual interrogation might be necessary, where the probability depends on the specified system’s reliability (probabilities of erroneously accepting an impostor or rejecting a legitimate claimant) and on the specified maximal length of the sequence of identifiers. A prototype has been built to validate the multi-factor authentication system. This system can be used as the basis for single sign-on across various applications in telecommunications, healthcare and financial services. 

A ‘video’ of the prototype system will be shown in this presentation. 
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Munir Cochinwala is a driver of innovative business solutions and combines deep technical expertise with strong leadership abilities and business acumen. He has a proven track record of conceiving, designing and building new software products and creating product differentiators for existing products. Munir has a sound understanding of current and new technology and their applicability to products.
Currently, Munir serves as Chief Scientist at Telcordia Technologies driving the creation of new and innovative technology solution to the mission critical business problems of today’s telecom and large enterprise markets. His experience and interests are in databases, communication services, identity management, data models, networks, telecommunications, management systems and large-scale mission-critical systems. His contributions in Service Assurance model has been widely adopted as the service platform in Telcordia Technologies product lines.
Munir has a Master degree in Computer Science from the University of Texas. He has numerous publications in prestigious journals and conferences as well as several patents.  He has served on various program committees for conferences, a reviewer for NSF and works with industry groups for extension and standardization of new models for new telecom services. 
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11:30 a.m. - 1:00 p.m. (11:30- 12:15 lunch, 12:15- 1:00 talk)  
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