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ABSTRACT:
Organizations increasingly rely on computing and intelligent networking infrastructures as keystones to their operations. Although   the use of this technology provides many advantages, the Internet poses a unique set of vulnerabilities. Security attacks, such as worm and virus attacks, ID theft, and espionage, are examples of threats encountered daily by various institutions.

Against this backdrop, it is clear that security is one of the most important IT concerns today. Security forensics is a discipline to identify the attackers and document their activity with sufficient reliability to justify appropriate technical, business, and legal responses.  The discipline involves identification, preservation and analysis of evidence of security attacks. Forensic activity takes place in a complex, legal and social context which must be understood to fully appreciate its power and value. 

This talk provides an overview of security forensics and addresses some of the technological and legal issues involved. A brief overview of email forensics will be presented as an example.
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11:30 a.m. - 1:00 p.m. (11:30- 12:15 lunch, 12:15- 1:00 talk)  

PLACE:
Royal Buffet and Grill, 1375 Rte. 35 (intersection of Rte 35 and Kings Highway, 

in Middletown Plaza, next to Shop Rite Grocery Store) Middletown, NJ.

PRICE:
$8.00 (IEEE members, ID necessary) $11.00 (non-members).

RESERVATION:  Make reservations at website http://ewh.ieee.org/r1/njcoast/ 
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