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The Aerospace and Electronic System/

Engineering Management Chapter of the New Jersey Coast Section, IEEE

PRESENTS  

Detection of DNS traffic Anomalies".
given by Anestis Karasaridis, PhD, CISSP

April 25, 2006; 11:30 AM at the Royal Buffet in Middletown, NJ

Cost of $8 for Members, $11 Non-Members (Lunch Included with Registration)

Registration for this talk is Required – Please use the following link  –

http://ewh.ieee.org/r1/njcoast/register.htm
ABSTRACT


The Domain Name System (DNS) is an essential network infrastructure component since it supports the operation of the Web, Email, Voice over IP (VoIP) and other business-critical applications running over the network. Events that compromise the security of DNS can have a significant impact on the Internet since they can affect its availability and its intended operation. 

In this talk we will describe algorithms used to monitor and detect certain types of attacks to the DNS infrastructure using flow data. Our methodology is based on algorithms that do not rely on known signature attack vectors. 
The effectiveness of our solution is illustrated with real and simulated traffic examples. In one example, we were able to detect a tunneling attack well before the appearance of public reports of it.
 
About Dr. Karasaridis

Anestis Karasaridis is a Certified Information Systems Security Professional (CISSP) specializing in algorithm development and performance analysis for network security applications. In the past six years he has been an integral part of AT&T Labs developing and prototyping algorithms to analyze and secure the largest backbone IP network. Over the past ten years, he has authored many articles in the area of Network traffic modeling that were presented in international technical conferences and has participated in numerous technical review committees mostly for IEEE conferences.

He holds a Ph.D. degree in Electrical & Computer Engineering from the University of Toronto and an M.S.E.E. degree from the University of Pennsylvania.
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