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ABSTRACT:
As more and more mobile devices carry confidential corporate and personal information, threats against them are increasing. This presentation will enumerate various typical threats to mobile devices. Threats that target Short Message Service (SMS), Multi-Media Messaging Services (MMS), Digital Rights Management (DRM) rights violation, inter-carrier billing, Wireless Access Protocol (WAP) services and 3G will be presented. Unique characteristics of a mobile environment that make it a security challenge are discussed. Special emphasis on explanation of why traditional PC based security solutions do not apply in a mobile environment will be highlighted. Need for comprehensive threat modeling, secure source code reviews, and application/network penetration tests is explained. Special defensive techniques including mobile optimized counter measures will be presented. 
The presentation ends with a couple of real world case studies on wireless incidents, their attack vectors and mitigation strategies. In addition, OWASP (open web application security project) guiding principles will be listed and detailed throughout the presentations 
Speaker Biography:
Mr. Dontamsetti is a recognized expert with more than 15 years in the wireless and security industry. He has held executive leadership positions at Fortune 50 companies such as Lockheed Martin as well as held founding employee status at wireless startups. At Lockheed Martin’s telecom group, Mr. Dontamsetti was the youngest chief technologist and handled all of their research & development, next generation strategy and project management. His team is credited with building the world’s first combined wireless mobile switching center (MSC)-BSC-HLR-VLR combo targeted to emerging markets. He is author of a couple of books on wireless technologies. A CISSP, Mr. Dontamsetti currently serves as President of M3-Security Company and on the board of OWASP-NJ. Open Web Application Security Project (OWASP), with 89 local chapters in 38 countries, is dedicated to finding & fighting the causes of insecure web software
Mr. Mahi Dontamsetti has received MS of Computer Science and Telecommunications from University of Missouri-Kansas City and is a current member of IEEE.
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11:30 a.m. - 1:00 p.m. (11:30- 12:15 lunch, 12:15- 1:00 talk)  

PLACE:
Royal Buffet and Grill, 1375 Rte. 35 (intersection of Rte 35 and Kings Highway, 

in Middletown Plaza, next to Shop Rite Grocery Store) Middletown, NJ.

PRICE:
$6.00 (IEEE members, ID necessary) $10.00 (non-members).

RESERVATION:  Make reservations at website http://ewh.ieee.org/r1/njcoast/ 
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