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ABSTRACT: 
In this presentation, a Spoofed Denial of Service (DoS) Detection System will be described. It can efficiently analyze flow level traffic traversing one or more links within and/or between networks to detect the occurrence of spoofed DoS attacks, where spoofed addresses are randomly generated across a wide variety of IP addresses. It is assumed that any link or network has a characteristic distribution of IP addresses for initiators of IP traffic and another probability distribution for IP addresses that are the recipients of network traffic.  A DoS attack modifies these distributions of source and destination IP addresses, in terms of new IP addresses entering the system or certain IP addresses becoming more dominant.  Consequently, by monitoring address structure (i.e., the arrangement of active addresses in the IPv4 address space), the system is able to detect DoS events in near real-time.  Specifically, Shannon’s mathematical definition of entropy that is a measure of uncertainty in a distribution is used to quantify source and destination IP address structure.  An application of this system to identifying Spoofed DoS attacks on Peering Links monitored by the AT&T Common IP Backbone Tier 1 ISP is documented.  
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