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Abstract

Areyou curious as to how “SSL” works and what “PKI” is? Do you wonder if the emerging
Web Services paradigm can be trusted? Do you need to build, plan or understand Web-based
electronic commerce? If so, then this presentationis for you. | will begin by discussing basic
security principles: authentication, authorization, non-repudiation, data integrity and privacy. |
will give a primer on general Internet security techniques, including public-key cryptography and
the Secure Sockets Layer (SSL) protocol. In the last portion of thistalk, I will focus on
techniques for making Web services secure. New standards have recently been issued or
proposed for securing XML-based interactions. XML Digital Signature provides an XML-based
encoding for digital signatures; XML Encryption defines a mechanism for encrypting all or
portions of an XML document. These specifications may be used directly with basic public-key
infrastructure and SSL building blocks or used as components of new frameworks such asWS-
Security. | will summarize by giving an example of how these technology pieces can be put
together to provide secure e-commerce via Web services.
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