and Software Safety
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A near miss
Not to be used in place of “accident”
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Pregression 1o Accidents

Example: Loss of single engine
in dual engine helicopter

Hazard: Loss
of power from
1 engine

Cause(s)

Crimped
fuel line System State:
Water in - Low altitude and,
fuel - Low Airspeed or,
Restricted - Over rough terrain

air intake

Engine
fuel
control

IEEE Ha
November 18, 2004




—

A gzireicfeig i ausuial; event or combination of events is
WRIGalIVAtIErGatal\/Si tiatiiSHT "ecJ

VIERY SERGUSFEIGEICENTS! are oy.complex interactions
DETWEEHRSYSTENT r"omrurwr (S ltiple failures

We are usualiyaveRy o Mf]rsnz ;lclrlr- single point failures

The “who wouldrhave thought?” syndrome
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Software control errors
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= ECEI.I Safety—-Related

—~

Selfany

e EdOmron thoserconditions that can cause death, injury,
illness, clrnmelge (0@ |OSS! off equipment or property, or

SRvirenieRaisharm.

ety=Craiical

o~

~ermrapplied to a condition, event, operation, process or
tem OIWheSE proper recognition, control, performance or
N toleranceisiessential to safe system operation or use
“e.g., safety-critical function, safety-critical path, safety-
criticall component
Safety—Related

A term encompassing all levels of safety criticality including
safety—critical
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Viytiisy Regea rer Safety
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SEItWarercanneanl

AnNpeivicueiNs netprofessionally liable for the products he/she
i

JEeVvelops

as something about system safety
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Haliziofliny

SO PNGIEASICRSATELY cal rease reliability

- DRvesiEiantitative saiety ta

Certification N\ ance Requirements, and
Minimal Equipment Lists are involved
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RStRUMERtaeRics Veastirement

S NP ENCOEIDUEIFteroVerall sys

=

XCE en't co)|
ta from the ser

instruments Is a prime consideration

Unique knowledge of failure modes is essential
Can only come from subject area experts
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SigniticantContributors
s -
mltieglelg) Feleiors

OPENALo) canleither ise or abuse your system!
> 1
i

J':‘JJ_JH of rrw r]llmrlrJ—J\/- Interface (HMI) is

L
)

petween Human Factors Engineering

One good link is via Operating & Support Hazard Analysis
Human reliability analysis
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Human Error
Probability

onceive how they
ues pointing to 105

as pressing the wrong button or
onably complex tasks, 1073
cues necessary.

ission where dependence is placed on
emory. Complex, unfamiliar task with little 1072
fe distraction.

High_('fnp-'sk, considerable stress, little time

o
available. 10
Process inwlving creative thinking, unfamiliar, complex y
operations where time is short and stress is high. 1-10
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ystem S fety
SigniticantContributors

SYSIEMPENCINEERINY

jractiofzll e i | tem engineering and system
ty

el

-
-
il
A

s5afety scrutiny is performed by engineering
ISySteiraiea specialists

Stem saiet s safety-related reliability targets, safety
integrit Jev lopment assurance levels) for systems,
subsystems, items, hardware, software, and influences

system architecture and testing

System safety defines additional requirements (derived ones)

for system engineering
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Stand alone diagr

Air traffic systems
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ostic systems
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Safety
pntributors

AFEMErgeni property

abelt — on its ewn its -ety cannot be assessed; we need
to knew whaiu,]ls PEING use or; and what stresses are being
applied toe it

- This is why we must be very cautious regarding software re-use
in safety—critical applications
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Safety
pAtributors

-

SEIaESRelates S (examples)
Seialy JASSONGrpeEnighter plane crash

Computer—contro#ed fuel system problems

Zalageza Spain cancer radiation, at least 3 died

Patriot missile system, 27 killed, 97 wounded

Ajrcraft crashes into Mount Erebus, 257 killed

F-18 missile thrust while clamped on, plane lost 20,000 feet

F-14 lost to uncontrollable spin, traced to tactical software
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tem Safety
Sighiificant Contributors
Seiitware

Pracliiciie) ]ncorrectﬁxespr nses to hazardous conditions

“Failures to r)arnp required functions

itended functions
hintended Hazardous Functions)

Perfiorming uni
BUHF (Built-i

Performing functions at wrong time or in wrong order
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Slgalicity

Deterinism

F
L

AN O Y ~ IR0
Dependapiiiy”

Security
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tem Safez\/ JUENE

BEPIEXIAIECEESTaNIIOPIER When It decreases
NG EstaREaNity or Vermyanility of system

I_'

FUnctionalfeomplexity.

— Diiifctity o problem being solved
FURCHBRSIAt system IS e Xpected to provide
Interactions among those functlons

Structural Complexity: (Design Complexity)

Complexity of system architecture and design
Design should not be more complex than necessary
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Cocla Copnala,dcy

GENErallyArEceivest largest share of attention

Cycloniaie CompJ C

Demands that code modules have metric less than 10
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e Satety Precedence

-

Design to
Eliminate
Hazard

v

Design to

Hazard ) Reduce Provide Warning
liminated Risk Devices
. Provide
Risk —  Safety
Reduced?, ' Devices
. es Provide Procedures
" ] Provide & Training
Device Warning
Provided? Devices

Analyze
Residual

IEEE Hampton Roads HCRQ, "{.9-
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Risk
Device No Provide
Provided?, Procedures

& Training
Analyze
Provided? Residual

Risk
Yes
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proaches

hazards

ICLIVe approeach
ait untill catastrophe strikes, then identify and mitigate
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WA ERGIREErng Management

and safety management are
safety programs

KEVATToPEHRclude system safety and software safety
greupsysystem Safety Working Group, Software Safety
WerknepGroup) Saiety Committees

SafetyAianagement oversees System Safety Program which
encompasses the subcontractor System Safety Programs

Signs off onj overall system safety
Potentially accepts risk associated with some hazards

Required during design, construction, test & commissioning,

operations & maintenance
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= Wa daogley SEl
\j\/rJ’:‘ﬂ WIE

REIVAERNWE KNoW system is safe

s “know” when they have gone

E> 'r)ﬁr]ﬁnr‘ed Salety er g]n::
lalren JlJJrJ ﬂ
SuU

J‘—'("r]\/‘—\

Frustrating for those less skilled

If one has insufficient experience or wants to assume little

risk
Approaches tend to be over-zealous

- Leading to increased costs and delays
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~ A'little bit

You; heéar a lot of s

IEEE Hampton Roads
November 18, 2004

-

(

——

[} OOJ(JJDH APOUE

=

Q)

HeWIEdge S
i

Uprafideas

HCRQ, Inc.

28



,..

Ve eSS sySIERINaENHiderently unsa

QUGS AERISEG NG aSSUIIMG Sk

StlS E all\/ oea"mJ, He number Jf d
flec I Jlreumw O QU -hrorlll

We rumol Wit rne sta rﬁla_rc

IEEE Hampton Roads HCRQ, Inc.
November 18, 2004

idents over the

29



