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Accidents & IncidentsAccidents & Incidents

Accident or MishapAccident or Mishap

– An unplanned event or series of events that results in:An unplanned event or series of events that results in:

death, injury, illnessdeath, injury, illness
damage to or loss of equipment or property, ordamage to or loss of equipment or property, or
environmental harmenvironmental harm

IncidentIncident

– A near missA near miss
– Not to be used in place of “accident”Not to be used in place of “accident”
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Progression To AccidentsProgression To Accidents

Restricted
air intake

Water in
fuel

Crimped
fuel line

Potential HARM:
Can be called “Effect”
•High rate of descent
on impact
•Crash
•Fatal injuries

Hazard: Loss
of power from
1 engine

Cause(s)

System State:
- Low altitude and,
- Low Airspeed or,
- Over rough terrain

Engine
fuel
control

Example: Loss of single engine
in dual engine helicopter

Determines
Severity
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AccidentsAccidents
Nature & CauseNature & Cause

A particular, although unusual, event or combination of events isA particular, although unusual, event or combination of events is
typically the catalyst that is requiredtypically the catalyst that is required

Many serious accidents are caused by complex interactionsMany serious accidents are caused by complex interactions
between system components and by multiple failuresbetween system components and by multiple failures

We are usually very good at addressing single point failuresWe are usually very good at addressing single point failures

The “who would have thought?” syndromeThe “who would have thought?” syndrome
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AccidentsAccidents
Nature & CauseNature & Cause

A system can enter an unsafe state in several ways:A system can enter an unsafe state in several ways:

– Hardware component failuresHardware component failures

– Interfacing (i.e., communication and timing) problemsInterfacing (i.e., communication and timing) problems
between system componentsbetween system components

– Human error in operation and maintenanceHuman error in operation and maintenance

– Environmental stressEnvironmental stress

– Software control errorsSoftware control errors
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Safety, Safety-Critical, Safety-RelatedSafety, Safety-Critical, Safety-Related

SafetySafety
– Freedom from those conditions that can cause death, injury,Freedom from those conditions that can cause death, injury,
illness, damage to or loss of equipment or property, orillness, damage to or loss of equipment or property, or
environmental harmenvironmental harm

Safety-CriticalSafety-Critical
– Term applied to a condition, event, operation, process orTerm applied to a condition, event, operation, process or
item of whose proper recognition, control, performance oritem of whose proper recognition, control, performance or
tolerance is essential to safe system operation or usetolerance is essential to safe system operation or use

– e.g., safety-critical function, safety-critical path, safety-e.g., safety-critical function, safety-critical path, safety-
critical componentcritical component

Safety-RelatedSafety-Related
– A term encompassing all levels of safety criticality includingA term encompassing all levels of safety criticality including
safety-criticalsafety-critical
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Myths Regarding SafetyMyths Regarding Safety

Our system (or software) is safeOur system (or software) is safe

That can’t happenThat can’t happen

Safety engineers are not adept at reliabilitySafety engineers are not adept at reliability

Good engineering practices ensure safetyGood engineering practices ensure safety

Longevity of systems in the field with no accidents implies thatLongevity of systems in the field with no accidents implies that
these systems are safethese systems are safe
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Myths Regarding SafetyMyths Regarding Safety

Software cannot failSoftware cannot fail

An individual is not professionally liable for the products he/sheAn individual is not professionally liable for the products he/she
developsdevelops

ISO-9000 certification implies something about system safetyISO-9000 certification implies something about system safety
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System SafetySystem Safety
Significant ContributorsSignificant Contributors

ReliabilityReliability

Instrumentation & MeasurementInstrumentation & Measurement

Human FactorsHuman Factors

System EngineeringSystem Engineering

SoftwareSoftware
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System SafetySystem Safety
Significant ContributorsSignificant Contributors

ReliabilityReliability

– e.g., increasing safety can decrease reliabilitye.g., increasing safety can decrease reliability

– Drives quantitative safety targetsDrives quantitative safety targets

e.g., P < 10e.g., P < 10-9-9 for catastrophic hazardsfor catastrophic hazards

– Also relevant where:Also relevant where:

Certification Maintenance Requirements, andCertification Maintenance Requirements, and
Minimal Equipment Lists are involvedMinimal Equipment Lists are involved
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System SafetySystem Safety
Significant ContributorsSignificant Contributors

Instrumentation & MeasurementInstrumentation & Measurement

– Huge contributor to overall system safetyHuge contributor to overall system safety

– Can be the root cause of accidentsCan be the root cause of accidents

– Can have an excellent control system but if the integrity ofCan have an excellent control system but if the integrity of
the data from the sensors is not dependable, then what?the data from the sensors is not dependable, then what?

– Redundancy and diversity of electrical and electronicRedundancy and diversity of electrical and electronic
instruments is a prime considerationinstruments is a prime consideration

– Unique knowledge of failure modes is essentialUnique knowledge of failure modes is essential
Can only come from subject area expertsCan only come from subject area experts
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System SafetySystem Safety
Significant ContributorsSignificant Contributors

Human FactorsHuman Factors

– The operator can either use or abuse your system!The operator can either use or abuse your system!

– The design of the Human-Machine Interface (HMI) isThe design of the Human-Machine Interface (HMI) is
extremely importantextremely important

– There is a strong link between Human Factors EngineeringThere is a strong link between Human Factors Engineering
and System Safetyand System Safety

One good link is via Operating & Support Hazard AnalysisOne good link is via Operating & Support Hazard Analysis

– Human reliability analysisHuman reliability analysis
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System SafetySystem Safety
Significant ContributorsSignificant Contributors

Type of Human Behavior Human Error
Probability

Extraordinary errors - it is difficult to conceive how they
could occur. Stress free, with powerful cues pointing to
success.

10-5

Errors in regularly performed, commonplace simple tasks
with minimum stress. 10-4

Errors of commision such as pressing the wrong button or
reading the wrong display. Reasonably complex tasks,
little time available, some cues necessary.

10-3

Errors of omission where dependence is placed on
situation and memory. Complex, unfamiliar task with little
feedback and some distraction.

10-2

Highly complex task, considerable stress, little time
available. 10-1

Process involving creative thinking, unfamiliar, complex
operations where time is short and stress is high. 1 - 10-1
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System SafetySystem Safety
Significant ContributorsSignificant Contributors

System EngineeringSystem Engineering

– Bi-directional path between system engineering and systemBi-directional path between system engineering and system
safetysafety

– First level of safety scrutiny is performed by engineeringFirst level of safety scrutiny is performed by engineering
subsystem area specialistssubsystem area specialists

– System safety sets safety-related reliability targets, safetySystem safety sets safety-related reliability targets, safety
integrity levels (development assurance levels) for systems,integrity levels (development assurance levels) for systems,
subsystems, items, hardware, software, and influencessubsystems, items, hardware, software, and influences
system architecture and testingsystem architecture and testing

– System safety defines additional requirements (derived ones)System safety defines additional requirements (derived ones)
for system engineeringfor system engineering
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System SafetySystem Safety
Significant ContributorsSignificant Contributors

SoftwareSoftware
Software Cannot Harm You?Software Cannot Harm You?

– Software itself typically cannot cause harmSoftware itself typically cannot cause harm

– Hardware which it controls can kill or injureHardware which it controls can kill or injure

– A moot point thoughA moot point though

ExceptionsExceptions

– Stand alone diagnostic systemsStand alone diagnostic systems

– Air traffic systemsAir traffic systems
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System SafetySystem Safety
Significant ContributorsSignificant Contributors

SoftwareSoftware
Safe software?Safe software?

– ““System” safety is the issueSystem” safety is the issue

– Safety is an emergent propertySafety is an emergent property

e.g., a bolt - on its own its safety cannot be assessed; we neede.g., a bolt - on its own its safety cannot be assessed; we need
to know what it is being used for; and what stresses are beingto know what it is being used for; and what stresses are being
applied to itapplied to it

This is why we must be very cautious regarding software re-useThis is why we must be very cautious regarding software re-use
in safety-critical applicationsin safety-critical applications
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System SafetySystem Safety
Significant ContributorsSignificant Contributors

SoftwareSoftware
Software-Related Accidents (examples)Software-Related Accidents (examples)

– Saab JAS39 Gripen fighter plane crashSaab JAS39 Gripen fighter plane crash

– Computer-controlled fuel system problemsComputer-controlled fuel system problems

– Zaragoza Spain cancer radiation, at least 3 diedZaragoza Spain cancer radiation, at least 3 died

– Patriot missile system, 27 killed, 97 woundedPatriot missile system, 27 killed, 97 wounded

– Aircraft crashes into Mount Erebus, 257 killedAircraft crashes into Mount Erebus, 257 killed

– F-18 missile thrust while clamped on, plane lost 20,000 feetF-18 missile thrust while clamped on, plane lost 20,000 feet

– F-14 lost to uncontrollable spin, traced to tactical softwareF-14 lost to uncontrollable spin, traced to tactical software
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System SafetySystem Safety
Significant ContributorsSignificant Contributors

SoftwareSoftware
Software-Related Accidents (their cause)Software-Related Accidents (their cause)

– Failures to sense hazardous conditions requiring correctiveFailures to sense hazardous conditions requiring corrective
actionaction

– Producing incorrect responses to hazardous conditionsProducing incorrect responses to hazardous conditions

– Failures to perform required functionsFailures to perform required functions

– Performing unintended functionsPerforming unintended functions
BUHF (Built-in Unintended Hazardous Functions)BUHF (Built-in Unintended Hazardous Functions)

– Performing functions at wrong time or in wrong orderPerforming functions at wrong time or in wrong order
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Safety-Critical System DesignSafety-Critical System Design

Ideal GoalsIdeal Goals

– SimplicitySimplicity

– DeterminismDeterminism

– DependabilityDependability

SafetySafety
ReliabilityReliability
SecuritySecurity
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System Safety NemesisSystem Safety Nemesis
ComplexityComplexity

Complexity becomes a problem when it decreasesComplexity becomes a problem when it decreases
understandability or verifiability of systemunderstandability or verifiability of system

Functional ComplexityFunctional Complexity

– Difficulty of problem being solvedDifficulty of problem being solved
Functions that system is expected to provideFunctions that system is expected to provide
Interactions among those functionsInteractions among those functions

Structural Complexity (Design Complexity)Structural Complexity (Design Complexity)

– Complexity of system architecture and designComplexity of system architecture and design
– Design should not be more complex than necessaryDesign should not be more complex than necessary
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System Safety NemesisSystem Safety Nemesis
ComplexityComplexity

Code ComplexityCode Complexity

– Easiest to measureEasiest to measure

Generally receives largest share of attentionGenerally receives largest share of attention

– Cyclomatic ComplexityCyclomatic Complexity

Demands that code modules have metric less than 10Demands that code modules have metric less than 10

– Likely to result in an overly complex structure of modulesLikely to result in an overly complex structure of modules
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System Safety PrecedenceSystem Safety Precedence

Begin

Design to
Eliminate
Hazard

Hazard
Eliminated?

Provide
Safety
Devices

Provide
Warning
Devices

Analyze
Residual
Risk

Provide
Procedures
& Training

Design to
Reduce
Risk

Risk
Reduced?

Provided?

Device
Provided?

Device
Provided?

Yes

Yes

Yes

Yes

Yes

No

No

No

No

No

Design for Minimum Risk

Provide Safety Devices

Provide Warning
Devices

Provide Procedures
& Training

Analyze
Residual
Risk

Provide Risk Assessment
Package for Management
and the System Safety Group

Conclude Hazard Analysis and
Risk Assessment Activities

End
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System Safety ApproachesSystem Safety Approaches

Proactive (life cycle)Proactive (life cycle)
– System Safety ProgramSystem Safety Program

Post-designPost-design
– Wait until system is designed then try to identify and mitigateWait until system is designed then try to identify and mitigate
hazardshazards

Reactive approachReactive approach
– Wait until catastrophe strikes, then identify and mitigateWait until catastrophe strikes, then identify and mitigate
– Very sobering to analyze a system that has killedVery sobering to analyze a system that has killed
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System SafetySystem Safety
Approaches To Safe DesignApproaches To Safe Design

– Two-pronged simultaneous approachTwo-pronged simultaneous approach

1. Apply:1. Apply:
– ChecklistsChecklists
– GuidelinesGuidelines
– StandardsStandards

2. Design Guided By Hazard Analyses2. Design Guided By Hazard Analyses



25HCRQ, Inc.IEEE Hampton Roads

November 18, 2004

System SafetySystem Safety
Difficult AspectsDifficult Aspects

COTS (Commercial-Off-The-Shelf) SoftwareCOTS (Commercial-Off-The-Shelf) Software

Subcontractor safety managementSubcontractor safety management

System safety integrationSystem safety integration

Client with little safety engineering knowledgeClient with little safety engineering knowledge

Client with over-zealous safety consultantsClient with over-zealous safety consultants
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Safety & Engineering ManagementSafety & Engineering Management

Good engineering management and safety management areGood engineering management and safety management are
crucial to the success of system safety programscrucial to the success of system safety programs

Key groups include system safety and software safetyKey groups include system safety and software safety
groups, System Safety Working Group, Software Safetygroups, System Safety Working Group, Software Safety
Working Group, Safety CommitteesWorking Group, Safety Committees

Safety management oversees System Safety Program whichSafety management oversees System Safety Program which
encompasses the subcontractor System Safety Programsencompasses the subcontractor System Safety Programs

Signs off on overall system safetySigns off on overall system safety
– Potentially accepts risk associated with some hazardsPotentially accepts risk associated with some hazards

Required during design, construction, test & commissioning,Required during design, construction, test & commissioning,
operations & maintenanceoperations & maintenance
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Safety ConsultingSafety Consulting

Knowing When You Have Done EnoughKnowing When You Have Done Enough

– We deploy safety-critical systemsWe deploy safety-critical systems
when we have enough assurancewhen we have enough assurance
not when we know the system is safenot when we know the system is safe

– Experienced safety engineers “know” when they have goneExperienced safety engineers “know” when they have gone
far enoughfar enough

SubjectiveSubjective
Frustrating for those less skilledFrustrating for those less skilled

– If one has insufficient experience or wants to assume littleIf one has insufficient experience or wants to assume little
riskrisk

Approaches tend to be over-zealousApproaches tend to be over-zealous
– Leading to increased costs and delaysLeading to increased costs and delays
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Safety ConsultingSafety Consulting

Everyone has an opinion about safetyEveryone has an opinion about safety

– A little bit of knowledge is a dangerous thingA little bit of knowledge is a dangerous thing

– You hear a lot of stupid ideasYou hear a lot of stupid ideas

Safety can easily become a “make work” exerciseSafety can easily become a “make work” exercise
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Interesting Quotes From IndustryInteresting Quotes From Industry

Weapons system are inherently unsafeWeapons system are inherently unsafe
Our pilots are used to assuming riskOur pilots are used to assuming risk
Statistically speaking, the number of accidents over theStatistically speaking, the number of accidents over the
combined lifetimes of our products isn't badcombined lifetimes of our products isn't bad
The patient did not have long to live anyhowThe patient did not have long to live anyhow
We comply with the standardWe comply with the standard
But we test itBut we test it
I've been hired as a safety engineer to deflect our customer'sI've been hired as a safety engineer to deflect our customer's
safety concernssafety concerns


