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Goals for Interoperability Testing

Ensuring connectivity between different wireless components in both
“Infrastructure” and “Ad-Hoc” configurations

Unifying the Encryption and authentication methods:
= WEP

= WPA-PSK

= WPA (Enterprise)

= WPA2-PSK

= WPAZ2 (Enterprise)

Satisfaction of average transmission rates (Mb/S) as experienced with the
reference “golden” units

Roaming between different wireless APs for the client cards
Caching and Pre-authentication for APs
Detection of unauthorized access; MIC attacks

A
W-a Test L Challenges of Wi-Fi interoperability testing 6/9/2010Necessity and
esting and Establishing .. . .
f | Wireless Performance Metrics sufficiency of interoperability measures

Perfor Copvright © Wi-PerforMax Inc.




OTA decodes and Measurements

Beacon contents
Supported rates
Supported QoS (multimedia); background, best effort, voice, and video

Throughput?
The average rate of exchanging the contents of a stationary
file between two wireless endpoints during 90 seconds
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Packets received:

1,093 | Memory usage:

1% (1

Packets filtered: 1,093 Filter state: | += |Accept all packets g gl
o EEEEE SR TR @E R (4
Packet  Destination Source Address 1 Address 2 F.. C.| Da. Size Protocol Summary
195 00:1F:3C:8E:CZ:CO 00:17:94:90:B0:F5 00:1F:3C:8E:C2:CO # 11 1.0 14: 802,11 ick FC=..ouu...
199 : Ethernet Broadcast : 00:17:94:90:EB0:F5 FF:FF:FF:FF:FF:FF : 00:17:94:90:B0:F5 : * 11 2.0 87 802.11 Beacon Fl=...viunn 14
200 : IP-172.20.40. 20 IP-192.1658.15.3 00:17:94:90:B0:F5 : 00:1C:BF:14:Ba: 24 11: 54.0 132 : NBE Name 3&wc C CMD=35 NAME=:
201 : 00:1C:BF:14:Bh: 24 00:17:94:90:B0:F§ 00:1C:BF:14:Bh: 24 # 11: 24.0 14: 802,11 ick FC=...uu...
202 | Ethernet Broadcast | 00:17:9A:90:E0:F3 FF:FF:FF:FF:FF:FF | 00:17:9A:90:B0:F3 | * 11 2.0 57 : 802.11 Beacon FC=........ =1
203 00:17:%4:90:B0: F8 00:1C:BF:14:B4: 24 00:17:94:90:B0:F8 | 00:1C:BF:14:Ba: 24 11 1.0 28 80Z.11 Data FC=T...F =i
204 00:17:94:90:B0: F5 00:1C:BF:14:B4: =24 00:17:94:90:B0:F5 | 00:1C:BF:14:Ba: 24 11 1.0 28 80Z.11 Data FC=T..RP..., 5D
205 00:17:94:90:B0: F5 00:1C:BF:14:B4: 24 00:17:94:90:B0:F5 | 00:1C:BF:14:BAa: 24 11 1.0 28 : 802,11 Data FC=T..RP..., 5
206 : 00:17:94:90:B0: F5 00:1C:BF:14:B4: 24 00:17:94:90:B0:F5 : 00:1C:BF:14:Ba: 24 11 1.0 28 : 802,11 Data FC=T..RP..., 5D
207 : Ethernet Broadcast : 00:17:94:90:EB0:F5 FF:FF:FF:FF:FF:FF : 00:17:94:90:B0:F5 : * 11 2.0 87 802.11 Beacon Fl=...viunn , b
208 00:17:94:90:B0: F5 00:1C:BF:14:B4: 24 00:17:94:90:B0:F5 : 00:1C:BF:14:Ba: 24 11 1.0 28 : 802,11 Data FC=T..RP..., 5
209 00:1C:BF:14:BA:24 00:17:94:90:B0:F§ 00:1C:BF:14:BA: 24 # 11 1.0 14 802,11 ick FC=........
210 Ethernet Broadcast | 00:17:94:90:E0:F3 FF:FF:FF:FF:FF:FF | 00:17:94:90:B0:F3 | * 11 2.0 57 : 802,11 Beacon Fl=...vuaun 1
211 | Ethernet Eroadcast | 00:17:94:90:E0:F3 FF:FF:FF:FF:FF:FF | O0:17:94:90:E0:F5 | * 11 Z.0 57 : 802,11 Eeacon FC=...uaun =1y
212 Ethernet Broadcast | 00:17:94:90:E0:F3 FF:FF:FF:FF:FF:FF : O0:17:94:90:B0:F5 : * 11 2.0 87 : 802,11 Eeacon Fl=...uaun =1y
213 IP-192.165.15. 255 IP-192.1658.15.6 00:17:94:90:B0:F5 : 00:1F:3C:8E:C2:C0 : C 11: 43.0 114 : NE Name Zwc
214 : 00:1F:3C:8E:CZ:CO 00:1F:3C:8E:C2:CO # 11: 24.0 14: 802,11 ick
| Ethernet Broadcas :17:9A:90:E0: F& £ 00:17:94:90 x 1L 2.0 .11 Beacon
216 00:17:94:90:B0: F8 00:1F:3C:8E:CZ:CO 00:17:94:90:B0:F5 | 00:1F:3C:8E:CZ:CO 11 .0 28 80Z.11 Data
217 00:1F:3C:8E:CZ:CO 00:17:34:90:B0: F§ 00:1F:3C:8E:C2:C0 # 11 .0 14: 802,11 ick
215 : Ethernet Broadcast : 00:17:94:90:E0:F5§ FF:FF:FF:FF:FF:FF : 00:17:94:90:B0:F58 : * 11 .0 g7 i G0Z.11 Beacon
219 IP-192.1658.15. 255 IP-192.1658.15.6 FF:FF:FF:FF:FF:FF | 00:17:94:90:B0:F5 11 .0 114 : NE Name Swc C QUERY NAME=L
22N Ft+tharmnat Rraadracot NO=13=-af=-0N=FRMN= T2 TR A= "R FF= "R= 'R MNA=13«3d=aN=FMN= 72 * 11 n f=4r) 2N7? 11 Raaran - =
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Interoperability-based QoS: WMM: Wireless Multimedia
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Interoperable (Wi-Fi)
DLink (AP) + Intel client
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Interoperable (Wi-Fi)
DLink (AP) + Intel client
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Performance Measures

Throughput
Maximum rate of transmission of zero loss

Latency
Minimum, average, maximum delay of the transmitted payload

Packet Loss
Measured at all supported rates, at different packet sizes

Back to Back (Burst)
Maximum number of packets (in burst) transmittable without loss

N
Wa\ Testing and Estabishing Challenges of W|?F_| mterop_erablllty tesfu_ng 6/9/2010Necessity and
f | Wireless Performance Metrics sufficiency of interoperability measures

Perfor Copvright © Wi-PerforMax Inc.



Need for “Performance” measurements

For Comparative and Benchmarking
Between different implementations of the same class of
wireless components (APs an clients)

Between different revisions of the same product as
h/w or s/w (driver) elements vary.

To classify the wireless devices based on performance metrics
Throughput, Latency, Jitter, and packet loss
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Need for “Performance” measurements (cont)

To specify the maximum achievable transmission in
different stream types:
= Maximum number of full video frames vs. reduced size (sacrificing size)
» Maximum number of full size frames per second (sacrificing quality)
To set scores of outperforming devices

= Leads to gaining market share
» To identify less performing devices and point out to:

= Sources that contribute to less performance

= Upgradeable parameters that lead to higher performance
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Configurations of Performance Measurements
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Configurations of Performance Measurements
Fully Meshed
Infrastructure

Station 1
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Configurations of Performance Measurements
Fully Meshed
Ad-Hoc
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Configurations of Performance Measurements
Star-Meshed
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Configurations of Performance Measurements
Delta-Meshed
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Need for “Performance” measurements (cont)

To specify the maximum achievable transmission in

different stream types:

» Maximum number of full video frames vs. reduced size (sacrificing full size)
» Maximum number of full size frames per second (sacrificing quality)

To set scores of outperforming devices

= Leads to gaining market share

To identify less performing devices and point out to:

= Sources that contribute to less performance

» Upgradeable parameters that lead to higher performance
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End User Experience

* Video transmission
* Real time: 35 fps
35 x 1280 x 1024 x 16 = 734003200 bits/sec = 734 Mb/S.
-The maximum measured 802.11n rate is 130 Mb/S

35 x 1024 x 768 x 16 = 440401920 bits/sec = 440 Mb/S.
- The maximum measured 802.11n rate is 130 Mb/S
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Conclusions

Satisfaction of Interoperability Conditions is a must, necessary, but not
sufficient to meet bandwidth demanding real time applications

- Different manufacturers' chipsets.

- Association and Authentication

- Minimum throughputs within operational ranges.
- Caching and pre-authentication.

- Countermeasure (MIC) attack resistance.

- Legacy mode protection.
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Conclusions

Satisfaction of Performance Metrics is a must

- As stated in the IETF standards (RFCs) - 2544 as an example for benchmarking.
Self characterized:
* Limits on throughput values
* Limits on Latency (and Jitter)
* Limits on Packet Loss rates
* Limits on back-to-back "burst" transmissions
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Conclusions

Maintaining Relative Performance Measures requires performance
testing that ensure “End User Pleasant Experience”

* On a unified scale, e.g. percentage scale of a reference golden design.
Example:
87.3% throughput of the golden reference design.
+/- 3 ms of the average latency of the golden reference design.
+/- 2% of the Packet Loss rate of the golden reference design.
+/- 150 packets of the back-to-back "burst" size of the golden reference design
at packet size 1024,
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For more information
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http://lwww.wi-performax.com
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