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Abstract: 
Wouldn't it be great not to have to remember all those PINs we are forced to use for transactions over 
the telephone?  As it turns out, those companies that subject us to PINs would like to get rid of them 
too. Recent analyst estimates show that approximately 30% of all help desk calls to human agents are 
for resetting forgotten PINs, costing an average of $20/call  and millions per year for large 
enterprises. The solution is to replace PINs with a biometric: verify people by their physiological or 
behavioral characteristics (e.g., fingerprints, voice, iris). Comparing biometrics, voice has a number 
of distinct advantages for securing telephone-based transactions: it leverages existing infrastructure, 
uses an inexpensive and ubiquitous input device(telephone), and is the most intuitive and least 
obtrusive biometric. So why is it taking so long for the voice biometric to save us from PINs? In this 
talk, I will address that question  and I will discuss how Nuance has been working hard to make the 
voice biometric pervasive on the telephone network. 
 

Chapter web: http://www.ewh.ieee.org/r6/sps/ 

Biography: 
Larry Heck, PhD, is the Vice President of R&D at Nuance Communications, leading Nuance's R&D 
efforts in natural language processing, speech recognition, voice authentication, & text-to-speech 
synthesis. He received the PhD in Electrical Engineering from Georgia Tech in 1991. Dr. Heck then 
worked at SRI International and served as principal investigator for a number of federally funded 
research programs (NSA, DARPA, ORD/CIA) in acoustics and speech, including active noise & 
vibration control, acoustic machinery monitoring, and speaker recognition. In speaker recognition, he 
invented several of the key algorithms around the detection and compensation for distortion over wire 
line and wireless telephone communication channels and the integration of higher level knowledge 
into voice authentication systems. He began working with Nuance (then Corona) in 1995 to initiate 
efforts towards developing the Nuance Verifier(tm). Dr. Heck is a member of the IEEE Signal 
Processing Society's Speech Technical Committee, on the board of the Speaker & Language 
Characterization Special Interest Group of the International Speech Communication Association. He 
has published over 50 articles in acoustics and speech processing, and has 6 patents in speech and 
speaker recognition. 
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