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Executive Summary

3

Digital watermarking is a well-understood
technique for hidden communication.

However, despite initial high hopes, digital
watermarking has not had a major impact on
copy right, copy protection and Digital Rights
Management.

One of the main reasons for this state of affair is
the poorly understood security aspects of digital
watermarking. Improving this understanding is a
major open problem.

Any claim that watermarking is relevant for
copyright protection should be taken with a grain
of salt.
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Applications
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Digital Watermarking

Original signal
host (cover)
audi o, 1 mage,
Auxiliary data
potentially related to host

Multiplexed into one signal
Watermarked signal

Two receivers

Human receiver
signal detector
host signal

Mechanical receiver
watermark detector
auxiliary data
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Formal Model
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Classification

Robust watermarking

Copyright protection
Broadcast monitoring
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2008/0902
Fhilips Enhances ts Content
Identification Business With

Telstrax Content Monitoring Inyouwinduster |

Services

20080505

Teletrax Announces Multi-Year
Contract Eenewal YWvith The
MBC Agency

200804729

Mew Media Measurement
Capahilities Gaining Traction
Rapidly

WWill mobile devices
surpass TY as THE way to
wiew video?

C,Never

~ By 2015

.................................................................. By 2020
Industry news
20080814
Medialink Board Approves

Fhilips Assuming Full
Owinership of Teletrax

2008107131

Digimarc Announces Record
Date for Spin-Off Future of Telewvision West
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Teletrax: way to know
when, where
used

How do you: track and monitor video content? Verify broadcast airings: when,
where and as contracted? Protect content from piracy or unauthorized re-use?
tManage inventory and control video assets?

Teletrax®is the only global media intelligence and broadcast venfication senvice.

Teletrax enables clients such as studios, and
organizations, , and to determine
precisely when, where and how their video content is being used around the
word. Cver in 50 countries are constantly being

monitored, including all 210 U5, DhAs.

Teletrax yvields crtical broadcast intelligence allowing media executives to keep
control and better monetize their assets. Aleading broadcast monitoring
service provider, Telerax combines cutting-edge

from Philips and anintense focus on

For more details the Teletrax brochure, see our or

Every second counts
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Broadcast Monitoring

CONTENT OWNER

media
assets
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WATERMARK Satellite
EMBEDDER Transmitter

A a

Monitoring and Control System

Satellite
Receiver

BROADCASTER
Signal Terrestrial
Processing Transmitter

a2

IDENTIFICATION

CODES

a

MONITORING SITE

ATERMARK P

EXTRACTION [

Terrestrial

Receiver




Broadcast Monitoring

A Granularity ~ 1 sec
A Payload = (3x) 64 bits

A Robustness
I MPEG > 2 MB/sec
I PAL-NTSC conversions
I Change of geometry

A Imperceptible at studio quality
A Affordable monitoring infrastructure
A Security



Classification

Robust watermarking
Copyright protection

Tracking & Tracking
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Classification

Robust watermarking

Copy protection
Copy control signaling (DVD)
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Compliant World Non -Compliant World

A All content is encrypted on all digital

. A All analog devices, some digital
interfaces

A Linkbydink encryption; devices internally A Marginalized by standardization

efforts :
process clear content g ~CD
Syl -

A Controlled by CSS, 5C, 4C, ...

A Includes DVD players, DVD RAM, SDMI
audi o, DVD audi o, P (
A Macrovision spoilers

A Watermarks

Analog

A By licensing This material is copyright protected.
—><{ contract no B Copying is illegal.
unprotected
output

Copy anyh-:y

A New laws in US and
EU

™ Doflshow this message again

Watermark detection

also during playback (ﬁﬁ]
invent




DVD copy protection

Four copy states requested
Copy-Free (CF)
Copy-Never (CN)
Copy-Once (CO)
Copy-No-More (CM)
Watermarking for DVD copy protection
1996 17 2000
Copy Protection Technical Working Group (CPTWG)

Effort failed

Security
Implementation

nnnnnn



22222222222222222

Properties

nnnnnn



Watermark parameters

Robustness

resistance to (non-malevolent) quality respecting
processing

Perceptibility

perceptibility of the watermark in the intended
application

False Positive
a positive detection on non-marked content
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Watermark parameters

Granularity

minimal spatio-temporal interval for reliable embedding

and detection
Capacity

related to payload

#bits / sample

Security
vulnerability to intentional attacks
Kerkhoffsd pr i nci pl e
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I Classification T not discussed

(Semi) Fragile watermarking

Authentication
Tamper detection

Steganography
Message hiding
Reversible watermarking
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Spread-Spectrum Watermarking

2 disjoint sets, A and B, of N/2 pixels each
pi xels i n each set (Apatcho) cho
assumption:

SZQiA_ZiB'ZNzO

embedding bit b ={-1,+1}: A",«~ A+b*1, B';«- B;-b*1

s=6,A->.B N-
(X A-2B)/N+

+(N/2=(=N/2)/N ~b

if |S’| =1, watermark presentwithvalues | gn ( S0)

Prototypical spread-spectrum watermarking
communicate information via many small changes
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