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Executive Summary

ÅDigital watermarking is a well-understood 
technique for hidden communication.

ÅHowever, despite initial high hopes, digital 
watermarking has not had a major impact on 
copy right, copy protection and Digital Rights 
Management.

ÅOne of the main reasons for this state of affair is 
the poorly understood security aspects of digital 
watermarking. Improving this understanding is a 
major open problem.

ÅAny claim that watermarking is relevant for 
copyright protection should be taken with a grain 
of salt.
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Definitions
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Digital Watermarking

ÅOriginal signal

Ħhost (cover)

Åaudio, image, video, 3D model, é

ÅAuxiliary data

Ħpotentially related to host

ÅMultiplexed into one signal

ĦWatermarked signal

ÅTwo receivers

ĦHuman receiver

Åsignal detector

Åhost signal

ĦMechanical receiver

Åwatermark detector

Åauxiliary data
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Formal Model
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Applications
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Classification

ÅRobust watermarking

ĦCopyright protection

ÅBroadcast monitoring

ÅTracking & Tracking

ĦCopy protection

ÅCopy control signaling (DVD)

Å(Semi) Fragile watermarking

ĦAuthentication

ÅTamper detection

ÅSteganography

ĦMessage hiding

ÅReversible watermarking
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Broadcast Monitoring
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Broadcast Monitoring

ÅGranularity 1 sec

ÅPayload (3 ) 64 bits

ÅRobustness

ïMPEG 2 MB/sec

ïPAL-NTSC conversions

ïChange of geometry

ÅImperceptible at studio quality

ÅAffordable monitoring infrastructure

ÅSecurity
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Classification

ÅRobust watermarking

ĦCopyright protection

ÅBroadcast monitoring

ÅTracking & Tracking

ĦCopy protection

ÅCopy control signaling (DVD)

Å(Semi) Fragile watermarking

ĦAuthentication

ÅTamper detection

ÅSteganography

ĦMessage hiding

ÅReversible watermarking



Security
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Classification

ÅRobust watermarking

ĦCopyright protection

ÅBroadcast monitoring

ÅTracking & Tracking

ĦCopy protection

ÅCopy control signaling (DVD)

Å(Semi) Fragile watermarking

ĦAuthentication

ÅTamper detection

ÅSteganography

ĦMessage hiding

ÅReversible watermarking



Compliant World

ÅAll content is encrypted on all digital 
interfaces

ÅLink-by-link encryption; devices internally 
process clear content 

ÅControlled by CSS, 5C, 4C, ...

ÅIncludes DVD players, DVD RAM, SDMI 
audio, DVD audio, PCõs

Non-Compliant World

ÅAll analog devices, some digital

ÅMarginalized by standardization 
efforts

Analog

ÅMacrovision spoilers

ÅWatermarks

Watermark detection

also during playback

Watermark?

Digital

ÅBy licensing 
contract no 
unprotected 
output

To avoid analog circumvention

Encryption
Authentication

ÅNew laws in US and 
EU

DVD RAM
DVD ROM

CD
CD R



DVD copy protection

ÅFour copy states requested

ĦCopy-Free (CF)

ĦCopy-Never (CN)

ĦCopy-Once (CO)

ĦCopy-No-More (CM)

ÅWatermarking for DVD copy protection

Ħ1996 ï2000

ĦCopy Protection Technical Working Group (CPTWG)

ĦEffort failed

ÅSecurity

ÅImplementation
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Properties



Watermark parameters

ÅRobustness

Ħresistance to (non-malevolent) quality respecting 
processing

ÅPerceptibility

Ħperceptibility of the watermark in the intended 
application

ÅFalse Positive

Ħa positive detection on non-marked content



Watermark parameters

ÅGranularity

Ħminimal spatio-temporal interval for reliable embedding 
and detection

ÅCapacity

Ħrelated to payload

Ħ#bits / sample

ÅSecurity

Ħvulnerability to intentional attacks

ĦKerkhoffsô principle
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Classification ïnot discussed

ÅRobust watermarking

ĦCopyright protection

ÅBroadcast monitoring

ÅTracking & Tracking

ĦCopy protection

ÅCopy control signaling (DVD)

Å(Semi) Fragile watermarking

ĦAuthentication

ÅTamper detection

ÅSteganography

ĦMessage hiding

ÅReversible watermarking
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Methods
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Spread-Spectrum Watermarking

Å2 disjoint sets, A and B, of N/2 pixels each

Ħpixels in each set (ñpatchò) chosen randomly

Ħassumption:

Ħembedding  bit b ={-1,+1}: A i Ai+b*1, B i Bi-b*1

Ħif |S | 1, watermark present with value sign(Sô)

ÅPrototypical spread-spectrum watermarking

Ħcommunicate information via many small changes
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