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Common
Phishing Scams

Business Email Compromise (BEC)
* Fake wire transfer requests

» Often targets “Money people” who
have authority to make a payment
or wire money

IRS Scam

* Request a refund in your
name/SS#

Tech Support Scam

» Caller pretends to be from
Microsoft or other vendor

» Attempts to have you send them
money or let them control your
computer

Holiday & Charity Scams

» Often at Christmas or after a
disaster — Bogus money requests

®

What to Watch for?

Watch out for misspellings or
unknown senders

* Legitimate business names are

missing or the name of the business

is misspelled

» Unexpected email from an address
you have never communicated with
before

Watch out for email sent to an
unknown email address and pay
attention to subject lines

» Example: To:

+ Careful with “too good to be true”
offers or threatening statements
(meant to elicit emotional reaction)

Watch for generically addressed
message (Dear Customer) and its
content

» Especially the ones regarding a
personal account, financial
information or threatening legal
action

Watch out for links or attachments
included in the message

Hover over the the link to see where
the URL would actually take you, if
clicked

Scammers will try to implant real
business names in the URL

In all circumstances

unexpected attachments
should not be opened.

These points do not
represent all the ways in
which scammers will
attempt to phish you.

You are the one who has
the best understanding of
what sort of email
messages you usually get
at home and at work.

If an email just feels ‘off’
for any reason, that’s
enough to be wary of it.
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