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Fault Data Collection in Substations According
to IEC 61850

S. Mesentean, H.Frank, Member, IEEE, K. Fleischmann, and M. Stuhler

Abstract--In a research project a fault data collection device
for substations with a communication interface according to IEC
61850 was developed. The IEC 61850 standard is the future of
substation automation networking. This standard has no models
for signaling faults included up to date. Therefore, specific logical
nodes were defined by using attribute types of the standard.
These additional nodes were implemented and tested in a self
made server.

Index Terms--Fault data collection, IEC 61850, substations.

I. INTRODUCTION

In electrical power grids a very high operational availability
of the equipment, subsystems and the whole grid is one of the
most important requirements. If a fault occurs in a device it
often causes subsequent faults. To enable a fast and an
efficient diagnostic, fault data collection devices are
implemented all over the power grid, which collect individual
faults and store them together with a time stamp. The faults
are signalled with flashing lights directly on the devices and
they are reported via a communication network to a central
SCADA system (SCADA — supervisory control and data
acquisition). So a fast and efficient signalling, diagnostic and
repair is possible.

For the communication networks in the field of power
engineering during the last years a new standard was
developed. The IEC 61850 “Communication Networks and
Systems in Substations” is the standard protocol which meets
the needs of the information flow [1]. With IEC 61850 the
following main features can be achieved:

- It enables interoperability between devices from

different manufacturers.

- The different levels configuration of the
communication interfaces allows the implementation
of many different automation functions.

- The structure of the standard can be adapted in future
to new technologies in communication networks.
Therewith long term stability is achieved.

This work was supported in part by the German Federal Ministry of
Economics and Technology (PROINNO II).

S. Mesentean is with Reinhold-Wiirth-University of the Heilbronn
University, 74653 Kiinzelsau, Germany (e-mail: mesentean@hs-heilbronn.de).

H. Frank is with Reinhold-Wiirth-University of the Heilbronn University,
74653 Kiinzelsau, Germany (e-mail: frank@hs-heilbronn.de).

K. Fleischmann is with Unitro Fleischmann, 71522 Backnang, Germany (e-
mail: k.fleischmann@unitro.de).

M. Stuhler is with Unitro Fleischmann, 71522 Backnang, Germany (e-mail:
M.Stuhler@unitro.de).

978-1-4244-2235-7/09/$25.00 ©2009 IEEE

The IEC 61850 standard supports data modelling and
communication based on Ethernet systems. It reduces setup
and configuration, and has greater performance overall [2]. It
provides different data models for elementary functions in
power engineering devices [3], [4]. They are named as logical
nodes. With such logical nodes a model can be built up for
the automation functions from devices in a subsystem of the
electrical power grid. For the communication between the
automation functions ACSI-services are standardized (ACSI —
abstract communication service interface). These ACSI
services are then mapped to real communication protocols.

In the following a fault data collection device is described
which was equipped with a communication interface
according to IEC 61850.

II. METHODS FOR SIGNALING FAULTS

Different sequences for signalling faults are specified in
DIN 19235 [3]. Out of this, the following signalling types are
supported by our device:

- fault signal with permanent light (DIN 19235 4.1.1),

- new value signal with simple or double flashing light

(DIN 19235 4.1.2.1, ANSI/ISA-S18.1),

- initial value signal (DIN 19235 4.1.3.1).

In Fig. 1 the functional diagram of a new value signal with
double flashing light can be seen. In this diagram every new
operating state is indicated by a flashing signal. The central
and local signals are switched on at the same time (fast
flashing frequency). The flashing frequency will become
slower after the acknowledgement of the fault, and will be
completely switched off after cancellation (done by the delete
button). If the operating state to be signalled is still available
after acknowledgement, the flashing light switches to a
permanently on indication. This will go to a lower flashing
frequency only after the operating state changes over to the
non-signalled state. The flashing light will then disappear after
it is deleted (different button as the acknowledge one).

The difference between the new value signal with flashing
light and the fault signal with permanent light consists in the
fact that the operating state to be signalled is indicated directly
by a permanent light. At the same time, as in the previous
case, the central and the local indicator are switched on. The
central audible signal and the local visual signal are switched
off after the same principle presented in the previous case.
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Fig. 1. Function diagram: New value signal with double flashing light.

Another case is represented by the initial value signal which
is a function expansion of the new value signal. Only the first
operating state to signal will flash, all subsequent signals will
be assigned to the permanent light. At the same time one or
more signals of the assigned central acoustic and local visual
indicator are switched on. The acoustic indicator is switched
off immediately when acknowledged. Flashing remains active
until the acknowledge signal is acknowledged. This second
acknowledge causes the flashing light to switch to a
permanent light. At the same time, the acoustic alarm is reset.
If the operating state to be signalled is still available during
acknowledgement, the visual indicator remains activated as a
“permanent light”. It switches off only after the operating state
transfers to the non-signalled state. For more details see [5].

In our case the signal will be a new value signal with
double flashing light.

III. FAULT DATA COLLECTION DEVICE ACCORDING TO IEC
61850

The fault data collection device is shown in Fig. 2. It
accomplishes high EMC ratings (EMC-electromagnetic
compatibility) especially for power station applications. Fault-
signals can be connected to this device as binary switch-
signals. The states of the faults are signalled directly with
flashing lights on the device (shown by the red lights in Fig.
2) according to the methods described in section II. They also
can be transmitted through communication services according
to IEC 61850 to other intelligent electronic devices (IED) or
even to SCADA-systems.

The fault data collection device includes also an alarm state
storage for the case of power failure. It can be programmed
via an USB-port.

The internal structure of the fault data collection device
(Server) is shown in Fig. 3. It includes the following main-
components: a mapping-software, a data file, a
communication model, a name list file, communication
services and a system clock.

The mapping-software reads the status of the fault signals
and stores them together with time-stamps and quality-
information into a data-file. This program can also be used for
reporting a fault or a change in data provided by the fault
signals.

The data file includes for each fault-signal a logical node
(LN). Each LN contains general information (common to all
LN), status information, event controls and configuration data.

The communication interface is described by a model in a
so called SCL-File (SCL — substation control language). This

file specifies the structure of the data-file and the
communication-services, which are supported by the fault data
collection device (see Fig. 4). The information content from
the SCL has to be mirrored into the data file.
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Fig. 2. Fault data collection device (ME16-P USB).
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Fig. 3. Internal structure of the fault data collection device.

The name-list file is mainly used by the communication
services in order to get a quick and comfortable overview
about the structure of the data object elements. This
architecture is based on the SCL (more details about the
name-list see the communication chapter part B).

The IEC 61850 standard defines a big variety of
communication services which can be used for the
communication between the client and the server. Not all of
them are equally used. The services used by the fault data
collection device are the GetDirectory,
GetDataObjectDefinition, Read/Write and ReportSettings.
The GetDirectory and the GetDataObjectDefintion are used in
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The FMON-LN-class supports also the implementation of
configuration values. In the “CIOpCircuit’-data object it can
be configured whether a fault-signal is realized as open or
closed circuit. In the “RespDelay”-data object a delay time for
reading a fault signal can be configured. In the “FaultGroup”
data class a fault signal can be associated to a fault group.

For the acknowledgement of faults from a SCADA-system
for each fault group a common FACK-logical node is
provided (Fig. 6). The corresponding data attributes must also
be implemented in the data file. Its control data objects are
mandatory and represent the acknowledgement of the local-
visual (AlarmAck) and central-audible signal (AudAck)
together with the Clear command necessary to make the
flashing light disappear. Other mandatory data objects are the
configuration values “MonitMode” responsible for the type of
the value signal (if new or individual) and “FlushMode”
which shows if the frequency is simple or double. Responsible
for the status information are the optional “FaultGroup”,
“OpticalSignal” and “AudibleSignalGr.1” data objects. They
can inform about the presence/absence of a certain type of
signal (fault, optical, audible).

As already mentioned above, the model of the
communication interface of the fault data collection device
has to be described in a SCL-file. This file is an XML
(eXtensible Markup Language) based file format which can be
used to exchange configuration information between IEDs [6].
In this form the configuration information is available in a
standardized file format. Fig. 7 shows as an example the
model for one fault signal (FMONT).

V. COMMUNICATION

A. General Overview.

The communication services in the fault data collection
device are specified as so called ACSI-services (ACSI -
Abstract Communication Service Interface). These services
are realized as MMS-protocol (MMS - manufacturing
message specification) on Ethernet-TCP/IP. MMS defines a
structure for the messages required to control and monitor the
devices; it is not concerned with the way the messages are
transferred between devices over the network.

The communication starts with an initialization where
general information about the connection and the model of the
communication interface in the fault data collection device
(server) is transmitted to a client (see Fig. 8). After the
initialization, when the communication is in operation, the
client can read and write data elements in the server. When the
server recognizes a fault, it uses the reporting-service to
transmit an event message to the client. The protocol stack in
the fault data collection system was realized by a self made
program named IEC-Server Protocol Stack.
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Fig. 7 Piece of the SCL representing the FMONI1 logical node
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B. Initialization

At the beginning a TCP connection is established between a
client and the server.

After that the GetDirectory-ACSI-service is used to retrieve
a list of the logical nodes, data objects and data attributes in
the server. This ACSI-service is implemented in the MMS-
protocol by using the GetNameList-telegrams. Fig. 9 shows an
example for a GetNameList telegram.

When the client knows the names of all data elements in the
server, it asks in the next step for their data types. For that it
uses the GetDataObjectDefinition-ACSI-service. It is
implemented in the MMS-protocol by using the
GetVariableAccesAttributes-telegrams.

Another ACSI-service which is used in the initiation part is
Read. It is used for transmitting the values each data element
has, to the client.

The fault data collection device includes a communication
interface with 17 LN with 793 data elements. To transmit the
model for this communication interface from the server to the
client about 3850 MMS-telegrams are required.
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Fig. 9 The GetNameList MMS message corresponding to the list with all the
variables our model has.

C. Operation

When the communication is in operation the following
functions can be performed between client and server over the
communication network:

- The client can read data attributes corresponding to
each data object but a special interest represent the
ones from status information,

- The client is able to write data attributes into the
server especially the configuration data.

- When a fault signal is recognized by the server it can
send an event message to the client (reporting).

- The client can acknowledge fault messages.

The sequence for the transmission of fault messages and
acknowledgement is shown as an example in Fig. 10. At the
beginning there is no fault and therefore the operating state of
the fault signal is FALSE and the flashing light is OFF. When
a fault appears (the fault signal is TRUE), the display shows a
fast flashing signal and the LN corresponding to that specific
fault (here FMON number X) reports this event to the client.
When an operator acknowledges this fault, the client sends a
Write-telegram back to the server. If the fault is still
persisting, then the display will show a permanent light. When
the fault is repaired the flashing frequency will become slower
and the event will be then reported from the server to the
client (fault signal is FALSE). After the operator deletes the
fault indication, the fault display will then change again to the
OFF-state.
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Fig. 10 Schematic representation of the communication for a fault signal.

D. Testing the server

For testing the server a software tool IEDScout (produced
by the company Omicron electronics) was used. The
IEDScout provides client functionality for developers of
IEC61850 IED- servers. The realization of the IEC-Server
Protocol Stack, so that it can be IEC 61850 conform, implies
respecting the protocol imposed by the norm [1]. For this
purpose, the IEDScout represents the ideal tool to verify the
structure and the functionality of the device under
development.

The TEDScout shows the structure of the logical nodes
together with their values content in the fault data collection
device as it can be seen in Fig 11. This signifies a successful
initialization and corresponds to a server which is IEC 61850
conform.
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Fig. 11. The structure of our logical nodes shown by the client (IEDScout).

VI. CONCLUSIONS

Gaining acceptance worldwide, IEC 61850 is the first and

only global standard that considers all the communication
needs within substations. The standard has no models for
signaling faults. Therefore an IEC 61850 conformant fault
data collection device is here introduced. Two new specific
logical nodes were defined by using attribute types of the
standard. These additional nodes were implemented in a self
made server which was tested through a connection with an
hypothetic client. The client is represented by a software tool
named IEDScout which provides client functionality for
developers of IEC61850 IEDs servers. The fact that the
IEDScout is able to represent the structure and the
functionality of the device under development reveals a server
which is IEC 61850 conform.
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