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Abstract—We provide in this paper the first steps towards the
quantification of the impacts of cyber attacks on the power grid.
We present a review of key-issues on cyber security of power
systems, and show the main challenges as well as complicating
factors. In order to do the quantification, we propose the
application of a conceptual four-layer framework that represents
the physical, communication/control, market levels of the elec-
tricity infrastructure, and a cyber security investment layer. We
characterize each layer and discuss the relationship among them.
We focus on quantify the impacts that cyber attacks can have
on the market layer using the system social welfare as the main
metric. We use a small system to illustrate the application of our
framework on the evaluation of investment alternatives on cyber
security.

Index Terms—Power system economics, cyber security, risk
management, national security.

I. INTRODUCTION

HE power grid is the skeleton in which our modern

society is sustained. Electricity as a source of energy
has become indispensable and interruptions of the service can
have tremendous social and economic impacts. For example,
the 2003 mega-blackout in the East coast of the United States
affected 50 million people and cost an estimate of 6-13 billion
dollars. The complexity of the power grid has increased as a
result of the restructuring of the industry moving towards a
market environment with new players and uncertainty sources,
the use of more communication networks, Supervisory Control
And Data Acquisition (SCADA) control systems, wireless
communications, and the Internet. These have opened new
vulnerabilities, the so-called cyber-vulnerabilities [1], [2], [3],
[4]. Such cyber-vulnerabilities, which key characteristic is
the no necessity of physical interaction with the power grid,
can be thought as additions to the well-known physical
vulnerabilities. Only using communication networks, from
anywhere in the world, such vulnerabilities can be detected
and exploited. This non-physical characteristic creates a new
scenario for reliability considerations, and, in general, the
notions as well as several tools for reliability analysis need
to be upgraded or created for the new environment. Size is
the critical parameter in usual reliability considerations in
the sense that, for example, large generation plants impact
more than small ones. However, in this new cyber scenario,
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connectivity emerges as the single most critical issue [1].
Large isolated plants with no electronic connections have
less impact than small electronically connected plants. For
this reason, any system electronically connected must be
considered in any cyber risk assessment. Key-challenges in
this research topic are the characterization of cyber attacks,
the quantification of impacts, and the assessment of risks. The
complexity of such tasks becomes particularly pronounced due
to the large-scale nature of the grid and the interrelationships
between the several levels —physical, communications/control
and market— that make-up the electricity industry. In this paper,
we present the first steps to quantify the economic impacts
cyber attacks might have. In order to do the quantification, we
propose the application of a conceptual four-layer framework
that represents the physical, communication/control, market
levels of the electricity infrastructure, and a cyber security
investment layer. We characterize each layer and discuss the
relationship among them. We focus on quantifying the impacts
cyber attacks can have on the market layer using the system
social welfare as the main metric. We present some numerical
results showing the application of our framework on a small
system. This paper contains seven more sections. Section II
presents a review of main issues in cyber security. Section III
is devoted to cyber attacks. In section IV, we present several
examples of cyber security attacks. In section V, we present
the proposed framework to quantify the economic impact.
Section VI shows numerical results of the application of such
framework. Finally, we provide some concluding remarks and
further research directions in section VIL.

II. EMS/SCADA CRITICALNESS

The electric energy industry, just as any other sort of
business, is in search for the maximization of profits using the
minimum of available resources as possible. With the introduc-
tion of more complex electrical systems, it became impossible
for a human being to monitor and control them in real time
in order to obtain the best configuration of the system. The
Energy Management System (EMS) is the technology that
made it possible. With information from specific points of the
power grid, this computational system is able to determine the
most economic way to operate the grid, maintaining a specified
voltage, frequency, and dynamic stability.

In order to gather all the necessary information and deliver
the commands, it is necessary to have a network that is capable
of collecting and sending data from great distances that might



exceed hundreds of miles. Due to the ability of performing this
function with a reduced cost, SCADA systems are used not
only in the electric infrastructure, but also in gas, water and
telephony systems. It is composed basically of three parts:
the Remote Terminal Units (RTU), a master station, and a
network connection between them. The RTUs and the master
station work logically together in two ways; on one way, the
data acquired locally from all the RTUs are aggregated in
the master station, which is part of the EMS. On the other
end, the master station sends back commands to the RTUs.
The transmission channel can diverse: leased lines, Internet,
Ethernet, and wireless, among others [2].

The importance of the SCADA system is due to its ability
of gathering data and taking the required actions according to
the necessity. It can take measurements of thousands of points,
such as voltages, frequency, or breaker and relay status. Also,
according to the decisions of the EMS, it can take the required
actions, such as the opening or closing of breakers or changing
a transformer tap. This way, the SCADA system can be used
to help the generation, transmission, and distribution systems
to maintain the quality and the dynamic stability of the grid.

However, the use of the SCADA introduces a series of
vulnerabilities into the power grid. As it becomes more
dependent on IT, there is a bigger susceptibility on cyber
security attacks. Legacy protocols have little or no attention
to security [2]. Moreover, due to the great importance of the
power as one of the most critical infrastructures —if not the
most important one—, the risk associated of being the target
of a cyber attack increases considerably. Even if an attacker
is capable of disrupting the grid for some hours, without
permanent damage, the losses can be of billions of dollars.

III. ATTACKS CHARACTERIZATION

There are several types of attack that can be made to the
SCADA, most of which are already common by their use in
the Internet or in other networks. In this section we will be
describing some of them. Each attack will be characterized,
its possibility will be analyzed, and its outcome (most likely
and worst case) will be studied. At the end, we will classify
them in a subjective scale of difficulty and impact.

When protecting the SCADA, just as in any other inter-
connected information scheme, we need to take in account
the three information security components: confidentiality,
integrity, and availability [5]. Confidentiality is the ability of
only the authorized system to access a determined information;
integrity is the quality of the data sent to be exactly the same
as the one received; and availability is the capability of a
system to be available when needed. Analyzing each type of
attack regarding these three characteristics will make it easier
to identify the consequences of each attack.

The first attack we will describe is the Denial of Service
attack (DoS). Its objective is to make a resource temporarily
unavailable through the overloading of the communications of
a respective target. In some network protocols, the participants
of the connection keep listening to the medium, waiting for
their turn to transmit. The way this turn is chosen is variable,
but if there is someone misbehaving in the network, that is,

always transmitting, it becomes impossible to send a message.
For example, in a SCADA network, an attacker could be
trying to disrupt the communications between the EMS and
the RTUs, sending spurious packets in the network. This way,
there will not be any possibility of communication, the EMS
will not receive signals, and control messages will not be
received also. Availability, thus, is severely compromised. In
the worst case, all the communication in the system is disabled,
so, if an emergency situation happens when the system is in
this state, or an action is required by the system operator,
it will not be realized, as it will be impossible to use the
communication medium. However, the loss of communication
will most likely be local, as it is highly dependent on the
topology of the network. For example, a star topology is less
vulnerable than a multi-drop one, as there is less medium
sharing. In addition, in many cases a dedicated channel is
used, like a leased line, which makes this attack senseless.
Therefore, we can classify this attack as relatively easy, as
only a connection to the network is necessary, and the effect
is most likely light, only a temporary lost of connection would
happen.

With the popularization of open protocols rather than propri-
etary ones, it became easier for an attacker to understand what
is going on in the transmission, as the knowledge to interpret
the message is available to anyone. This fact facilitates the
use of another attack, the replay. It consists in “listening” the
traffic in the network, identifying a message, and replaying it
in an opportune time to repeat a previous action. For example,
an interceptor is able to listen to the network, and identify a
transmitted message as being the issue of the command “open
breaker number 12”. Later, in an opportune time, he will be
able to retransmit the same message, pretending he is the EMS,
and obtain the same result. The opposite direction can also
happen, when the transmitted message has its target the EMS
instead of an RTU. This way, the attacker could trick the EMS,
by sending a bad state and forcing a wrong response. This
attack compromises the confidentiality and integrity of the
system. It is just possible if there is nonexistent/low encryption
in the data transmission, and if the attacker has to be able to
access the SCADA network. It is slightly more improbable
than the DoS attack, as it also requires that the invader is
able to determine what the messages mean, and not only have
access to the network. However, the damage that can be caused
is higher, as he would have a minimum control over what
will happen in the system, which did not happen in the DoS
attack. In the worst case, permanent damage can be done if
the attacker has knowledge of power systems and if the EMS
does not take the required actions in time. Most likely, only
temporary blackouts will happen if the attacker is successful,
as he would not have power over the EMS control commands.

The man-in-the-middle attack resembles the replay, but
is more sophisticated. On it, the attacker acts between two
communication points. He tricks the sender, making it believe
he is the correct receiver, and/or also the receiver, tricking
him that he is the sender. This way all the messages between
them can be altered, omitted, or inserted in the system. For
example, the attacker acts as a middleman between an RTU
and the EMS. He could intercept emergency messages sent



from the RTU, and retransmit it as if the status is OK, or even
transmit a warning when the system needs no action. In the
other way, it can also modify, ignore, or insert a command
sent by the EMS. As the replay attack, it compromises the
confidentiality and integrity of the system. It is even more
difficult to be made, as the intruder has to be able to trick the
sender that he is the receiver, and/or the receiver that he is
the sender. Nevertheless, it is even more powerful, as besides
having full control over a point (or points), the EMS will not
be able to realize what is going on these spots. If the intruder
has a good knowledge about power systems, the attack can be
devastating, as he would have full control over the points he
tricked. Though, many proper conditions are necessary, such
as the ability to break the encryption if present, have access to
the network, and be able to mislead both sender and receiver
of the messages.

Reprogramming the RTUs is also a destructive possibility,
but is very unlikely to happen. In this case, the attacker
would reprogram as many RTUs as he wants or is able to.
He would insert malicious behavior that could be changing
its master from the EMS to the attacker, or taking a wrong
action at a predetermined time. It would be necessary for
the attacker to have knowledge on the programming of the
RTUs, and either that the RTUs can be reprogrammed remotely
or that the attacker has physical access to the RTUs. Both
cases are much unlikely to happen, the first one because
it would be a big mistake by the system administrator to
allow remote programming without any special precaution like
strong password protection, and the second one because it
would be easier for the attacker to plant a bomb or damage
the equipment if he has access to the building where RTU is.
Moreover, in this case, to have a large-scale attack, it would be
necessary to reprogram a great number of RTUs, which would
require a huge effort, as they are usually distributed through a
large area. Though, if the attacker were capable of performing
this attack, he would be able to have complete control over
the reprogrammed RTUs.

All the described attacks need an access to the SCADA
network. Basically, it can be obtained through two ways:
either by getting the access from inside the network itself
(local), or through another network (remote) [5]. In the former,
the intruder would get the connection in one of the RTUs,
as having physical access to the EMS or wiretapping the
connection would be significantly more difficult. This kind
of approach is not likely to happen, as it would require
knowledge of the protocol used, and the topology of the
network, which would probably limit the size of the attack.
In addition, it would require the attacker to be physically
close to the connection, which might scare someone who does
not wish to be caught. The latter, much more likely to occur,
would be through any other network that is connected to the
SCADA network, probably the corporate network. In this case,
if any of the connected networks is also connected to the
Internet, the attack can be initiated from virtually anywhere
in the world. Of course, some conditions are required, such
as misconfigured firewalls, access to the corporate network, or
weak/no passwords (these conditions have already been proven
that exist, as we will see in the next section). Moreover, many

of the policies implemented are inappropriate to the SCADA
networks [1].

In order to have a better characterization of the attacks,
we need to be able to compare them directly regarding two
parameters; the difficulty of an attack, and the impact it can
cause. The difficulty factor is determined by the amount of
effort needed to be performed, the probability, the necessary
conditions to happen, as well as the knowledge the attacker
needs. The impact is directly associated with the social, and
economic losses, and it is function of the size and period of
the attack. To make this comparison, we present the Impact vs.
Difficulty chart, shown in Fig. 1. In this chart, the four types
of attack are arranged and classified subjectively according
to these two parameters. We can see that there is no attack
that is easily feasible, and at the same time, that would
cause a huge damage. Thus, a big organized group such as
a terrorist organization or a foreign country that wants to
severely damage the electric infrastructure, would most likely
follow a man-in-the-middle attack rather than the other attacks,
while a hacker who wants to call attention would probably go
with a DoS attack.
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Fig. 1. TImpact vs. difficulty chart

IV. VULNERABILITIES AND ATTACKS EXAMPLES

We present a review of real examples of vulnerabilities
and cyber attacks. Those examples illustrate the threats cyber
attacks represent, and the necessity to pursue research on
the understanding and protection against cyber attacks on the
electric infrastructure.

A. Aurora

On March 2007, the Department of Defense launched an
experimental cyber attack that caused a generator to self-
destruct. The experiment was conducted in the Department
of Energy Idaho Lab, where a replica of a power plant control
system was hacked, making a generator shake and shut down
in smoke. This kind of attack, coordinated in a large scale
could damage the electric infrastructure for months [7], [8].



B. Ira-Winkler

The security consultant Ira Winkler and his team were
hired by a power company to test the vulnerabilities in their
computer system. Using social engineering and corrupting
browsers, they were able to hack into the power plant control
network in one day, being able to oversee the power production
and distribution. Besides having access of the SCADA system,
the team was able to download the CIO and CEO records [9],
[10].

C. TVA

According to the Government Accountability Office, the
Tennessee Valley Authority (TVA) was vulnerable to cyber
attacks. Their Power network stretch across 80,000 square
miles and provide electricity to more than 8.7 million people.
The main vulnerability is related to the connection between the
corporate and the power control network, where weaknesses
in the corporate side could be used to take control or damage
the system in the other side. Also, there was a series of
weak configurations, such as bad configured firewalls, lack
of effective virus protection and weak passwords [11], [12]
and [13].

D. Hatch-power plant

On March 2008, a unit of the Hatch power plant in Georgia
had to shut down for 48 hours, after an engineer installed a
patch in a computer in the corporate network, which was used
to monitor data from the control system. As the computer
rebooted, there was no data in system, which was interpreted
as a drop in the reactor’s cooling water, causing the plant to
treat it as a severe failure [14], [15] and [16].

V. FRAMEWORK

In order to analyze the problem from a better perspective,
an analytic framework, which is shown in Fig. (2) was
developed. The four-layer structure represents the market, the
communication and control, the physical levels, and the “new”
cyber security investment of the electricity infrastructure.
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Fig. 2. The conceptual framework.

The lowest one, the physical, is where the distribution,
transmission, and generation systems are included. By itself, it
does not “see” the electrical system as a whole. It is monitored
and controlled by its upper layer, the communications/control
layer. This layer is where the EMS and the SCADA system are
located, and also, where a cyber attack is more likely to be ini-
tiated, as there is the intensive exchange of data in the SCADA
network. Besides the connection with the physical layer, the
communication/control layer has connections with the upper
market layer. The market layer represents all the market
mechanism of the industry such as day-ahead, real-time, long-
term contract, and financial energy instruments markets.! In-
formation generated in this layer impacts directly the operation
of the physical layer. The key-point between these three layers
is the central role of the communication/control layer. Both,
market and physical layers are interconnected through the
communication/control layer. For that reason, a cyber-attack,
which can be initiated in the communication/control layer,
can have tremendous impacts on both layers. The top layer is
the cyber security investment layer, which represents several
investment alternatives and upgrades to the security on the
communication and control layer. In the rest of this section,
we make a characterization of each layer, highlighting the key-
issues and the information needed to perform the cyber attack
impacts quantification.

A. Physical Layer

We consider a system with NV 4 1 buses and L lines. We
call NV & {0,1,2,..., N} the set of buses, with the slack
bus represented by bus 0, and £ £ {l1,l,...,I1} the set of
transmission lines that connect the buses on A. Each element
of the set £ has associated an ordered pair (7,7), and we
write I = (i,7). We use f; to represent the line flows. We
uses the convention that the direction of the flow on line
l is from node i to node j, so that f; > 0. The network
flows are represented by the vector f = [f1, fo, ..., fz]T. We
denote by p,, the net active power injection at node n € N.
The system net power injections are represented by the vector
p = [p1,p2,---,pn|T. The line series admittance of line [ is
represented by Y; = g; — jb;. We define the L x L diagonal
branch susceptance matrix by B; = diag{bs, bz, ..., b;} and by
A 2 [a,,a,,..,a;] the augmented branch-to-node incidence
matrix, in which,2

a5y = ik — Ok (1

Since we are considering the slack bus entry, 8, € RV*!. In
addition, we use a node-to-node susceptance matrix defined by
B= ATBdA. Given the scope of our analysis we adopt a DC
power flow model. We assume a lossless power system and
the typical DC power flow assumptions [17]. The DC power
flow equation is stated as,

p=Bd (2)

IFor simplicity, we focus only on the commodity markets. Hence, we call
indistinctively this layer market or commodity market layer.
261-]- represents a kronecker delta. If 4 = j &;; = 1 if not J;; = 0



At this stage, we adopt active power line flow limits,
B,Af < fm (3)

In which, A represents the reduced incidence matrix, con-
structed from the augmented incidence matrix A by removing
the corresponding row/columns associated with the slack bus,

Aé [@17@27“‘7@[,] (4)

and in this case, a, € RV,

B. Commodity Market Layer

We follow a similar description of the commodity market
layer as that in [18]. We use a market structure in which the
players submit energy offers to sell to and bids to buy from
the ISO. We assume a competitive market, hence offers and
bids reflect truthful cost and benefits. Just for simplicity, we
assume there are at most one seller and one buyer at each
node. In addition, we assume the market is cleared every
hour. The bids and offers are represented by differentiable
functions o2 (pS) and v2(pl), respectively. The integral of
those functions gives the benefits and cost functions on each
node, B2 (p?) and C2 (p?), respectively. The information about
selling and buying of energy at each node is tabulated into the
vectors p* = [p3,ps, ..., py]T and p® = [p%, 5, ..., p%]T. The
settlement of the market for a particular hour results from the
maximization of social welfare, subject to the physical network
constraints. The associated optimization problem is,

N
max s(pf, py, p*, P*) = > _ {Bh(ph) — Calps)} ()
n=0
st py—po =Dyl
p’—p’=Bd
B Af <

C. Communication and Control Layer

The communication/control layer is the responsible for
managing the physical layer with information received from
the market layer. This work can be done with the EMS and the
SCADA, which is composed of the communication network
and the RTUs. All the information, such as which generators
are scheduled at a given time, what is the current load in
the system, and which physical components are available is
gathered in the EMS, who is the responsible for the control
part of the layer. According to this data, decisions are made
regarding what should be done in the physical layer. These
decisions are transmitted through the communication network
to the place where the action should be taken. As there is an
intensive exchange of data in this network, it is the place where
a cyber attack is more likely to be initiated. Finally, when the
information gets to its destination, the RTUs are responsible to
take the physical action, such as opening or closing a breaker.
Key-information related with this layer for the framework
application is the set of vulnerabilities and potential attacks.
It is necessary to have a detailed characterization of the
hardware, software and communication protocols to be able
to find vulnerabilities and characterize potential cyber attacks.

D. Cyber Security Investment Layer

Given the set of vulnerabilities and potential attacks against
the communication and control layer, the cyber security in-
vestment layer models the upgrades to the communication and
control layer to decrease the possibility of cyber attacks. It is
mandatory, for the good representation of this layer, to have a
careful characterization the type of investments needed given
the set of potential cyber attacks against the communication
and control layer. A simple attack could be, for example,
the opening of a set of lines producing a topology change.
Such topology change can affect the congestion patterns,
impacting the clearing of the market, and in a big scale, the
whole system operation. In order to avoid the impacts of such
attacks, investments on cyber security must be performed.
We differentiate the investments in terms of the extent and
scope of the cyber security measures. Different extent levels
of investment can span from a total-vulnerable system, in
which no investment in cyber security has been implemented;
mid- or low-vulnerable systems, in which only some areas
of the system have cyber security investment; up to finally
a fully extent secured system, in which the whole system
has implemented cyber security measures. Different scopes
of cyber security investment could be, for example, focus
on confidentiality, integrity or availability of the system. In
order to quantify the impacts of cyber attacks and investments,
we evaluate the change on some expected market metrics for
several investment options. For every investment alternative,
we need to evaluate the total social welfare associated with
potential cyber attacks over the period of study,

H N

max S = Z Z {BZ’h(P?{h) - Crsz’h(Pf{h)} ©)
h=1n=0

st pyh —phh =bhTe",

Es,h _ pth — Bh",

BiAM" < £

In our illustration of the framework, we will use the extent
as the parameter to differentiate investments, and the opening
of lines as the potential cyber attack. We define as C C L the
set of lines associated with a cyber security investment level.
For simplicity, we assume that such set of lines cannot be
disconnected by remote attacks.®> In addition, we assume that
a line disconnected by a cyber attack will be out-of-service
for a couple of hours, hence the matrices Eh and Ah will
have to be updated during the study. The topology impacts of
cyber attacks to an unsecured set of lines are time invariant.
However, the impact on the market outcomes and consequently
social welfare will be time variant. A cyber attack at midnight
can have a totally different outcome than at noon. In order to
capture that, we need to assign probabilities to several attacks,
run several realizations of such attacks, and then compute the
expected social welfare value. In the next section, using a small
7-bus system, we illustrate the main steps of the proposed
framework.

3In reality, there is no investment able to guarantee complete invulnerability.



TABLE 1
INVESTMENT ALTERNATIVES

alternative C
a 0
b (0,2), (0,1), (1,3)
c (2,5). (5,6). (64)
d L

VI. NUMERICAL SIMULATION STUDIES

We illustrate the framework using a 7-bus system with 5
sellers and 7 buyers shown in Fig. (3). We use the system and
the players bids and offers data from [19]. We are going to
compare several cyber security investment alternatives. The
alternatives of cyber security investments and associated C
are shown in the table I. Alternative a represents no cyber
security investment, hence the whole system is vulnerable to
cyber attacks. Alternatives b and ¢ implement cyber security
measures on some parts of the system, for example, associated
with different geographic regions. We illustrate those areas on
Fig. (3). Alternative d is an implementation of cyber security
measures on the whole system.

bus 3

bus 6

Fig. 3. System topology and two cyber secured areas.

The next step is to characterize the attacks. As we mentioned
above, the lines in C are no subject to the impact of cyber
attacks, hence they cannot be disconnected. For each cyber
security investment alternative, we construct the possible set
of attacked lines from the subset of lines £ — C. Given
the possibility of multiple line outages, the total number of
possible attacks on the cyber security risk assessment is large.
For large systems, similar to the cascading failures problem
[20], an exhaustive characterization is infeasible. Hence, one
of the challenges of this research area is precisely how to deal
with this large-scale characteristic. Results from the cascading
failure research such as identification of critical subsets [21]
could be explored. However, this is beyond the scope of this
paper, here we just focus on picking up a representative subset
of attacks and evaluates the market metrics in order to illustrate

TABLE 11
CYBER ATTACKS

alternative | outage lines
RN
b (4,6)
c (3,4)
d 4
TABLE I

EXPECTED SOCIAL WELFARE FOR EACH ALTERNATIVE

alternative | expected social welfare (%)
a 1925400
b 1927300
c 1927200
d 1928400

the framework. Hence, for each cyber security investment
alternative, we evaluate the economic impacts of one possible
attack. The possible attacks are represented in table II.

In order to capture season and daytime changes of the cyber
attack impacts, we evaluate attacks on fall, winter, spring
and summer, and on-peak/off-peak conditions. We assume
equal probability for attacks on each season (0.25), and
equal probability for attacks on on-peak/off-peak times (0.5).
Those figures for the probabilities can certainly be fine-tuned.
However, statistical analysis to calculate attacks probabilities
are difficult given the lack of information about real cyber
attacks. The metric associated with the selected cyber attack,
for each cyber security investment alternative k, is the expected
social welfare,

E(S*) = Z Z 5 max(S*),;

i=1 j=1

(7

in which max(S*);; is the solution of problem (6) under the
k investment alternative, given that the selected cyber attack
happens on season 4 and time j. m;; are the probabilities
associated with each scenario. In our numerical example, for
each investment alternative k, m;; = 0.125.

We use quadratic functions for the benefits and cost func-
tions of problem (6), given by

1
Byt (oi") = B o = 5" oh")? (8)
S S S S 1 S S
o A e ©)

Our study period will be 96 hours, using 24 hours for
each season. In order to capture demand changes associated
with each hour and season, we modify the buyer’s parameter
B%". Sellers® bids’ parameters are not modified over the study
period. We present the results of evaluating (6) and (7) for each
cyber attack on table III

We present two representative plots of the expected lo-
cational marginal prices (LMP) of the system. In Figs. (4)
and (5), we plot the expected system LMP* for the summer
and winter demand patterns. From all the possible attacks we

4We evaluate the system LMP taking the average of the LMP at each bus.



picked up, the double outage of lines (0, 1) and (3, 4) produces
the large decrement on the social welfare, and the large
increments on the system LMPs. The attacks producing single
line outages have very similar results for both social welfare
and system LMPs. We should highlight that on the evaluation
of cyber attacks, unlike typical reliability considerations, the
outage of two lines could have similar probability of the outage
of a single line. Hence, given that the impact of the double
outage is higher, the risk® associated could be also higher.

The aim of this numerical simulation was to illustrate and
highlight the main points of the proposed framework using a
simple and idealized system. Conceptually, the application of
the framework in more realistic system is similar. The main
challenge on real systems is the characterization of vulner-
abilities and attacks. Given that information, the proposed
framework and the same LMPs and social welfare metrics
are useful to evaluate cyber attacks and investments. We are
currently working on that direction. We will report our findings
in forthcoming publications.
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VII. CONCLUSIONS

In this paper, we presented the first steps toward the
quantification of the impacts of cyber attacks on competitive
electricity markets. Also, we presented the main challenges of
this research area, described and categorized cyber attacks, and

5 Assuming the standard definition of risk as probability times impact.

finally, provided examples of vulnerabilities and attacks. Using
a conceptual multi-layer framework, we represented the phys-
ical, communication and control, market, and the “new” cyber
security investment layer of the electricity industry. Moreover,
using the social welfare as a metric, we were able to quantify
the economic impacts cyber attacks can have. Furthermore,
we illustrated the conceptual framework on a 7-bus system
for the evaluation of cyber security investment alternatives.
Further research must be performed in the direction of a
detailed characterization of cyber attacks and their impacts on
the physical layer, probabilities associated, and how to deal
with the large-scale of scenarios available.
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