
Report on Phishing Detection and Machine Learning 

 

Organized by IEEE Computer Society and Cyber Security of Excellence (CCoE) a joined 

initiative of DSCI and the Government of Telangana on 14th September 2020 from 5:00 pm to 

6:15 pm 

 

Mr. Sriram started the session by addressing the gathering and sharing his views on “Cyber 

Security” which is booming right now. He explained briefly about the Importance of 

cybersecurity and the vulnerability of data we are facing in this virtual world and great initiations 

by them like Indian Dutch Cyber Security (IDCS) 2020 collaborated with Russia which is going 

to be held this October. 

 

Later Dr. Bruhadeswar Bezawada Professor & Head of the Computer Science & Engineering 

Department at Mahindra Ecole Centrale took on the stage and explained on the topic “Phishing 

Detection and Machine Learning”. He said phishing website that really look like a real website 

where there will be a financial loss and lot of things goes wrong for the users and URL Phishing 

where the attackers using these sites for their benefit and challenges in phishing detection and 

solutions. 

 
 

 

 

 

 

 



He gave great inputs on how to identify a phishing website and protect our data from the 

attackers and vulnerability level of phishing instances. Applied adversarial sampling techniques 

to evaluate the robustness of the trained model against the artificially generated adversarial 

samples. Introduced an approach to manipulate phishing instances and create new samples and 

demonstrated the shortcoming of using features such as URL length. Low feature extraction and 

classification time suitable for real-world deployment 

 

 
 

Elimination of the possible bias in classification due to differently chosen datasets of phishing 

and legitimate pages and difficulty to bypass for attacker as our features explore the content 

found in the visible space of the web page Averaging the vulnerability level of each of the 

selected instances. Phishing is real problem and difficult to address.  

 

He concluded the session with adding message for every individual to be careful from the 

phishing attacks and also to learn necessary precautions methods.  


