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The Company - Who is Anixter?  

ÁAnixter is the global leader in the value-added distribution of: 

ςCommunications and physical security systems 

ςIndustrial electrical and electronic wire and cable products  

ÁWe help our customers specify solutions and make informed 

buying decisions based on technologies, applications and relevant 

standards.  

ÁAll around the world we offer innovative Supply Chain Service 

Solutions that reduce the total cost of production and execution of 

projects and programs for our customers.  

ά{ŜǊǾƛŎŜ ƛǎ hǳǊ ¢ŜŎƘƴƻƭƻƎȅϦ  
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Our Global Presence  
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Global Capabilities - North America 

Global/US HQ: Glenview, IL 

Á78 sales locations 

Á71 warehouses 

Á4.9M sq. ft  

 

Canada HQ: Toronto 

Á18 sales locations 

Á13 warehouses 

Á635.6K sq. ft. 

5 
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Customer Value Proposition 

ÁGlobal operational consistency and infrastructure 

ςSame systems, process and services provided globally but with local 
personnel, language and currency 

Á{ǳǇǇƭȅ ŎƘŀƛƴ ƻǇǘƛƳƛȊŀǘƛƻƴ ǘƻ ǊŜŘǳŎŜ ŎǳǎǘƻƳŜǊǎΩ ƻǾŜǊŀƭƭ Ŏƻǎǘǎ 

ςPreinstallation product preparation 

ςFeed the job just-in-time 

ςDirect line feed 

ςIndustry-leading customized electronic tool sets 

ÁTechnical expertise 

ςInfrastructure design support 

ςProduct recommendation based on applications 

ςProof of concept and quality testing in the Anixter Lab 

ÁGlobal supplier partnerships 

ςRelationships with the leading manufactures in our industry 

ς#1 or #2 customer globally 

ς²Ŝ ƘŀǾŜ ƭŜǾŜǊŀƎŜ ǘƻ άƳŀƪŜ ƛǘ ƘŀǇǇŜƴέ 
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Anixterôs Supply Chain Solutions  

Á Our solutions help our customers: 

V Reduce Costs 

V Enhance Competiveness 

V Improve Quality 

V Fulfill Sustainability Objectives 
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Markets Served 

OEM 

ÁCable Assbly/Wire Harness 

ÁContract Mfg. 

ÁPanel Shops 

ÁElectrical Equipment Mfg. 

ÁElectronic Equipment Mfg. 

ÁCommunications Equipment Mfg. 

 

Contractors 

ÁEPCs 

ÁElectrical ς Industrial 

ÁElectrical ς Commercial 

ÁSecurity / Audio Video 

ÁTelecom 

ÁAutomation 

Industrials 

ÁChemical 

ÁFood & Beverage 

ÁShipbuilding 

ÁSteel 

ÁPharmaceutical & Biotech 

ÁAutomotive 

 

Power Generation 

ÁFossil Fuel 

ÁWind / Solar 

ÁNuclear 

 

Natural Resources 

ÁOil, Gas, Petroleum 

ÁPulp & Paper 

ÁMining 

Other 

ÁGovernment 

ÁEntertainment 

ÁBroadcasting 

ÁTransportation 

ÁServices 

 

Redistribution 

ÁElectrical Wholesale 

ÁElectronic 

ÁData Comms 

ÁAutomation 

ÁBroadcast 
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Our Industrial Communication & Control 

Vendor Partners 
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Industrial Communications & Control 

ÁCellular Wireless Routers 

ÁHardened Ethernet Switches 

ÁEthernet Connectivity for utilities, 

OEMôs and machine builders 

ÁIndustrial Cyber-security Solutions 

ÁWireless Point to Point and APôs 

ÁSerial Connectivity 

ÁIndustrial Cordsets 

http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=http%3A%2F%2Fdiscover.beldensolutions.com%2Fen%2Fproducts%2FhirschmannTM-hilcos-880-wlan-firmware%2F&ei=-zAZVcvnDoKUyATLhIGIAg&bvm=bv.89381419,d.cGU&psig=AFQjCNEOOFCFFwo7oIvlafn3mMmBd7d-0w&ust=1427800660035019
http://www.bb-elec.com/Home.aspx
http://www.comnet.net/
http://www.transition.com/TransitionNetworks
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=http%3A%2F%2Fwww.belden.com%2Faboutbelden%2Fbrands%2FHirschmann.cfm&ei=2TAZVbnhKcH2yQSC9YGACw&bvm=bv.89381419,d.cGU&psig=AFQjCNEOOFCFFwo7oIvlafn3mMmBd7d-0w&ust=1427800660035019
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRxqFQoTCITrkqyG5ccCFQudgAodoLMLEA&url=http%3A%2F%2Fwww.cmdtechnologygroup.com%2FPartners%2Findex.html&psig=AFQjCNE3b0OXhGh9_smsZHtk6tpYbaU2Pw&ust=1441719616707439
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Objectives 
ÅComplete the steps to design Industrial Ethernet networks  

ÅSpecify and select active and passive network components  

ÅIdentify and plan project and operational success factors 

Agenda: 
ÅLogical Design 

ÅCollect information 

ÅSegment 

ÅAdd routers and switches 

ÅAdd network security 

ÅAdd redundancy / resiliency 

ÅPhysical Design 

ÅDetermine critical factors 

ÅConductors, shield, jacket,  

ÅProject and Operations Success 

Weôll focus on mainstream and easy. We can help with the exceptions afterwards. 

Industrial Ethernet Network Design 

Workshop 
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The Application - Manufacturing 
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The Application - Manufacturing 
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Step 1 ï Collect Information 
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My Mfg Plant 

A ï Get physical drawings 

C ï Identify panel 

locations and detail 

D ï General understanding of what 

each part of the network needs to DO 
Å HMI 

Å Control I/O 

Å High-speed motion 

Å Video / voice 

Å Physical security 

Å Business apps 

B ï Identify location and number 

of end devices to network 

E - Identify cable routing  

options and distance information 
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Step 1 ï Collect Information 

Switch / Router List - Network Design

Project My Factory

Project Engineer David Adams

Use Location /Name L2 L3

10G 

ports

1G 

ports

10/100 

ports

PoE 

ports

PoE 

Watts 1588 IP-67

2x 

power

Redun 

nets

USB 

memory

special  

requirements Model Catalog Number Accessories

Accessory Catalog 

Numbers

Backbone Control Room / Ship / Receive x 3

Make Area x 3

Packaging Area x 3  

L3 Control Room  / Ship / Receive L3 x 1 3

Make Area L3 x 1 2

Packaging Area L3 x 1 3

L2 Make 1 East x 8 x

Make 1 West x 8 x

Make 2 East x 16 1 7 x

Make 2 West x 6 x

Line 1 East x 6

Line 1 Central x 10 electrical noise?

Line 1 West x 20 x

Line 2East x 10

Line 2Central x 10 electrical noise?

Line 2 West x 20 x

Line 3 East x 12

Line 3 Central x 12 electrical noise?

Line 3 West x 20 x

Control Room North x 20

Control Room South x 20 3 21

Receiving West x 12 temp extremes

Receiving NorthEast x 12 3 21 temp extremes

Receiving SouthEast x 12 temp extremes

Shipping North x 10 temp extremes

Project

Project Engineer

Switch Port # speed connector

distance 

(meters) To switch or device

To 

port # connector

 Electrical 

Noise Temp Chemical 

Hi 

Flex other Industrial Ethernet Cordset

Make 1 East 1 100 IP-67 m12 0.3 Make Area1 FW sec RJ-45 x x x M224PVCSTJG00.3M

2 100 IP-67 m12 10 Make 1 West 3 IP-67 m12 x x x M224PVCSTMU10.0M

3 100 IP-67 m12 2 I/O block 22 1 IP-67 m13 x x x M224PVCSTMU02.0M

4 100 IP-67 m12 2 I/O block 23 1 IP-67 m14 x x x M224PVCSTMU02.0M

5 100 IP-67 m12 7 I/O block 24 1 IP-67 m15 x x x M224PVCSTMU07.0M

6 100 IP-67 m12 6 Flowmeter 8 1 IP-67 m16 x x x M224PVCSTMU06.0M

7 100 IP-67 m12 spare  

8 100 IP-67 m12 spare  

Receiving NorthEast 1 1g Receiving SouthEast 2

2 1g GigE camera fiber x

3

4

5

6

7

8

9

10

11

12

Physical Media List - Network Design

Considerations

Excel sheets to keep track of your design choices 
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Step 2 ï Segment Communications into 

Groups (Subnets) 

Device 

Device 

Device 

Device 

Device 

Device 

Device 

Device 

Subnet A 

Layer 2  

Switch 

Layer 2  

Switch 

Layer 2  

Switch 

Devices on the 

same subnet 

easily talk 

Subnets are great 

for isolating: 
Å High performance 

Å High bandwidth 

traffic (video, 

motion control) 

Subnet: Break a large network into smaller 

ones connected by routers or layer 3 switches 

Rule of thumb 
80% traffic  

stays in subnet 

20% traffic  

travels in/out 

Layer 3 Switch / Router 

Device 

Device 

Device 

Device 

Device 

Device 

Device 

Device 

Layer 2  

Switch 

Layer 2  

Switch 

Layer 2  

Switch 

Reliability 

Management 

Maintenance 
One subnet  

can be stopped 

without affecting 

others 

Subnet B 

Layer 3 Switch / Router 
Å Connects subnets 

Å limits data in and out of each subnet  

Å provides security 
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Step 2 Example ï Segment communications 

into groups 

A ï Create physical groups based on function 

and location for maintenance ease and security 

 

 

 

 

Devices in a physical group 

(these will become SUBNETS) 

to Enterprise 

What would you do? 
This application could be: 

Å 1 subnet 

Å 2 subnets ï process and the rest 

Å Several subnets 

 

For this exercise, weôll do it as followsé 
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Step 2 ï Segment Communications into 

Groups (VLANs ï Virtual LANs) 

Device 

Device 

Device 

Device 

Device 

Device 

Device 

Device 

Subnet A 

Layer 2  

Switch 

Layer 2  

Switch 

Layer 2  

Switch 

VLAN: Create a logical groups of devices that 

cannot be easily physically grouped 

Rule of thumb 
80% traffic  

stays in VLAN 

20% traffic  

travels in/out 

Layer 3 Switch / Router 

Device 

Device 

Device 

Device 

Device 

Device 

Device 

Device 

Layer 2  

Switch 

Layer 2  

Switch 

Layer 2  

Switch 

VLANs are 

great for 

isolating 
Å High 

performance 

Å High bandwidth 

traffic (video, 

motion control) 

Subnet B 

Layer 3 Switch / Router are used 
Å To configure VLANs 

Å Limits data in/out of VLAN 

Å Provides security to VLAN 

OK for 

devices 

from 

multiple 

VLANs to 

connect 

to a 

switch 

Devices in the 

same VLAN can 

easily talk 

VLAN 1 

VLAN 2 
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Step 2 Example ï Segment Communications 

into Groups 

B ï Create logical groups based on function 

(regardless of location) for maintenance ease 

 

 

 

 

 

 

 

 

 

 

These groups will become VLANs 

Devices in Logical group 1 

Inventory Control 

(VLAN - 1) 

Devices in Logical group 2 

Quality Control 

(VLAN - 2) 

Devices in Logical group 3 

Physical Security 

(VLAN - 3) 
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Step 3 ï Create a Network Infrastructure 

Network Infrastructure: Layout switches, routers and cabling to support 

control and information throughput, easy management and expansion 

Device 

Device 

Device 

Device 

Device 

Device 

Device 

Device 

Subnet A 

Layer 2  

Switch 

Layer 2  

Switch 

Layer 2  

Switch 

Layer 3 Switch / Router 

Device 

Device 

Device 

Device 

Device 

Device 

Device 

Device 

Layer 2  

Switch 

Layer 2  

Switch 

Layer 2  

Switch 

Subnet B 

Backbone Switch 

Layer 2 Switches 
Å Connect to end devices and each other 

Å 100M (typical) 

Layer 3 Switch / Router  
Å Connect subnets & configure VLANs 

Å 1G up to backbone (typical) 

 to Enterprise 

Backbone 
Å Use very fast switches and fiber (10G or 1G typical) 

Å Carry traffic across industrial space to/from 

enterprise 
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Step 3 Example ï Create a Network 

Infrastructure (add routers and switches) 
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Line 3 

Make 1 

Make 2 

Shipping 

Receiving 
to Enterprise 

BB ï Create a 

Communications 

Backbone using 

high-speed/high 

throughput 

switches -  

including 

connections to 

Enterprise and 

other facilities on 

campus 

L3 ï Use layer 3 switches 

(routers) to connect physical 

groups (subnets) together. 

L2 ï Use layer 2 switches inside a 

subnet to connect to all of that 

subnetôs Ethernet devices. OK to 

connect layer 2 switches together. 

BB 

BB 

L2 L2 

L2 L2 

L2 

L2 

L2 L2 

L2 

L2 

L2 

L2 

L2 L2 

L2 L2 L2 

L2 L2 L2 
Device 

Device 

Device 

Device 

Device Device 

Device Device Device 

Device Device 

Device Device Device 

Device 

Device 
Device 

Device Device 

Device Device 

Device Device 

Device 

Device 

Device 

Device 

Device 

Device 

Device 

Device 

Device 

Device 

Device 

BB 

L3 

L3 

L3 



Proprietary and Confidential. © 2010 Anixter Inc.  

Create a list of switches by use and location and note key attributes needed for each 

Switch / Router List - Network Design

Project My Factory

Project Engineer David Adams

Use Location /Name L2 L3

10G 

ports

1G 

ports

10/100 

ports

Backbone Control Room / Ship / Receive x 3

Make Area x 3

Packaging Area x 3

L3 Control Room  / Ship / Receive L3 x 1 3

Make Area L3 x 1 2

Packaging Area L3 x 1 3

L2 Make 1 East x 8

Make 1 West x 8

Make 2 East x 16

Make 2 West x 6

Line 1 East x 6

Line 1 Central x 10

Line 1 West x 20

Step 3 Example ï Record Your Choices 

# and speed of ports  

ï account for expansion!  

Control Room 

Engin

eer 

Work

Statio

n  

H M I 

H M I 

Line 1 

Line 2 

Line 3 

Make 1 

Make 2 

Shipping 

Receiving to 

Enterprise 

BB 

BB 

BB L3 

L3 

L3 

L2 L2 

L2 L2 L2 

L2 L2 L2 

L2 L2 L2 

L2 L2 

L2 

L2 

L2 

L2 L2 

L2 

L2 

Use and Location information  

Choose Layer 3 to connect subnets 

together, Layer 2 for the rest  
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Step 4a ï Determine Other Switch 

Requirements ï Power over Ethernet (PoE) 

Power over Ethernet (PoE) : use a single industrial Ethernet cable to provide 

power and Ethernet communications to devices 

Traditional Approach 

Power In Power  

Source 
Line Power 

Coax Cable Signal Out 

Pan/Tilt/Zoom Signals ï Serial Cable 

Å Fewer pieces/lower cost 

Å Mix in existing network 

infrastructure 

Å Low voltage with isolation 

PoE Approach 

Industrial Ethernet Cable 

(4-pair copper) 

Switch 

With 

PoE 

Common Examples of PoE Devices 
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Step 4a ï Determine Other Switch Requirements  

Power over Ethernet (PoE) ï How toé 

to Enterprise 
1. Identify PoE devices you will use  

(cameras, telephones, etc.)  

and the switch it will connect to: 

 

 

 sw Switches 

PoE Devices 

MACH1000 
MACH4000 

Octopus IP67 

MS 20/30 

RS 20/30/40 

Magnum 10KTS 
MACH100 

Spider II 

Hirschmann and Garrettcom switches with PoE support 

2. Identify the power consumption (in watts) of each 

device and total the power for all PoE devices wired 

to one PoE switch 
Å Most devices are ñstandardò PoE ï up to 13 Watts 

Å Some devices are ñPoE+ò - up to 25.5 Watts. 

sw 

sw 

sw 
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Switch / Router List - Network Design

Project My Factory

Project Engineer David Adams

Use Location /Name L2 L3

10G 

ports

1G 

ports

10/100 

ports

PoE 

ports

PoE 

Watts

Backbone Control Room / Ship / Receive x 3

Make Area x 3

Packaging Area x 3

L3 Control Room  / Ship / Receive L3 x 1 3

Make Area L3 x 1 2

Packaging Area L3 x 1 3

L2 Make 1 East x 8

Make 1 West x 8

Make 2 East x 16 1 7

Make 2 West x 6

Line 1 East x 6

Line 1 Central x 10

Line 3 West x 20

Control Room North x 20

Control Room South x 20 3 21

Receiving West x 12

Receiving NorthEast x 12 3 21

Receiving SouthEast x 12

Shipping North x 10

Shipping South x 10 2 8

Step 4a ï Record your choices 

PoE - # of watts switch must deliver 

# of PoE ports 

Create a list of switches by use and location and note key attributes needed for each 
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What? 

ÅIEEE 1588 is designed for devices on a LAN requiring extremely precise timing accuracy  
(<1 microsecond). A similar older technology used is IRIG-B. These signals often are synchronized to a 
GPS or another master clock. 

Typical Applications 

ÅMotion control / automation 

ÅFirst-fault detection 

ÅMeasurement and Testing 

How? 

ÅDetermine if application needs sub-millisecond time accuracy 

ÅSelect devices for application that support IEEE-1588 

ÅIdentify/select device to provide timing reference (example: GPS) 

ÅEnsure all switches in the path between devices needing synchronization support IEEE-1588 

Step 4b ï Determine Other Switch Requirements 

Time Synchronization (IEEE-1588) 

MACH1000 

Magnum 10KT 

Magnum 10KG 
MS 20/30 

Hirschmann and GarrettCom switches with IEEE-1588 support 
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Switch / Router List - Network Design

Project My Factory

Project Engineer David Adams

Use Location /Name L2 L3

10G 

ports

1G 

ports

10/100 

ports

PoE 

ports

PoE 

Watts 1588 IP-67

Backbone Control Room / Ship / Receive x 3

Make Area x 3

Packaging Area x 3

L3 Control Room  / Ship / Receive L3 x 1 3

Make Area L3 x 1 2

Packaging Area L3 x 1 3

L2 Make 1 East x 8 x

Make 1 West x 8 x

Make 2 East x 16 1 7 x

Make 2 West x 6 x

Line 1 East x 6

Line 1 Central x 10

Line 1 West x 20 x

Line 2East x 10

Line 2Central x 10

Line 2 West x 20 x

Line 3 East x 12

Line 3 Central x 12

Line 3 West x 20 x

Control Room North x 20

Control Room South x 20 3 21

4b ï Record Your Choices 

Create a list of switches by use and location and note key attributes needed for each 

Support of IEEE-1588 for 

high-speed motion control 
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Step 4c ï Determine other requirements 
Choose IP Ratings for your switches and routers 

What? 

ÅIP ratings describe a deviceôs protection against solids and liquids 

Why? 

ÅEnsure industrial network infrastructure devices will survive in their environments 

ÅRatings can enable installation without control cabinets, reducing cost and space 
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If your switch  
is exposed to washdown  
or submerged in water: 
IP66, 67 or 68, NEMA 4,  

4X, 6, or 6P 

Step 4c ï Determine Other Switch Requirements 

Choose IP ratings of your switches and routers ï How to: 

Octopus On-Machine 

Ethernet Switches 

IP54 and 67 IP52 

Magnum 6KM 

Ethernet Switches 
Ethernet Connectors 

and Cordsets 

Our other switches are IP20 

Hirschmann and GarrettCom switches with extreme IP ratings 

If your switch will be inside  
an enclosure: 

IP20, NEMA 1 or 2 
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Switch / Router List - Network Design

Project My Factory

Project Engineer David Adams

Use Location /Name L2 L3

10G 

ports

1G 

ports

10/100 

ports

PoE 

ports

PoE 

Watts 1588

IP-

rating

Backbone Control Room / Ship / Receive x 3

Make Area x 3

Packaging Area x 3

L3 Control Room  / Ship / Receive L3 x 1 3

Make Area L3 x 1 2

Packaging Area L3 x 1 3

L2 Make 1 East x 8 67

Make 1 West x 8 67

Make 2 East x 16 1 7 67

Make 2 West x 6 67

Line 1 East x 6

Line 3 Central x 12

Line 3 West x 20 x

Control Room North x 20

Control Room South x 20 3 21

Receiving West x 12

Receiving NorthEast x 12 3 21

Receiving SouthEast x 12

Shipping North x 10

Shipping South x 10 2 8

4c ï Summary Record Your Choices 

Create a list of switches by use and location and note key attributes needed for each 

IP-67 or 52 required? 
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What? 

ÅDesign appropriate security into your network infrastructure, including: 

ÅLayer 3 switches  

ÅFirewalls 

ÅFeatures in layer 2 switches 

Why? 

ÅPhysical security + network security + computer security + 
policies/procedures help protect your process, equipment and people 

ÅA risk assessment helps you to match your security solution to your needs 

ÅSecurity - especially if designed in - can be easy and unobtrusive 

Why Not? 

ÅAdds some cost (but prevents a lot more) 

Step 5 ï Add Network Security 
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Step 5 ï Add Network Security ï How to: 
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Make 1 

Make 2 

Shipping 

Receiving to Enterprise 

A - Protect each subnet: 

Change the Layer 3 switches (L3) 

to Eagle Router/Firewalls, but use 

one  per subnet. 

A 

A 

A 

Change the (BB) Backbone 

switches software to Layer 3 / 

router software and connect each 

subnet directly to them 

L3 

L2 L2 

L2 

L2 L2 

L2 L2 L2 

L2 L2 

L2 

L2 

L2 

L2 L2 

L2 

L2 

L3 

L3 

FW 

FW 

FW 

B - Protect everything in this 

picture from the outside with 

Firewalls 

FW 

FW 

FW 

FW 

FW 

FW 

FW 

FW 

BB-L3 

BB-L3 

BB-L3 

L2 

L2 

What would you do? 

Å Eagle20 is a router and security device 

Å Eagle Tofino is a security device only 

éafter risk assessment, we will want to protect each subnet. 

L2 
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Step 5 ï Record your choices 

Switch / Router List - Network Design

Project My Factory

Project Engineer David Adams

Use Location /Name L2 L3

10G 

ports

1G 

ports

10/100 

ports

PoE 

ports

PoE 

Watts 1588 IP-67

Backbone Control Room / Ship / Receive x 3

Make Area x 3

Packaging Area x 3

Firewalls Control Room FW  ?

Shipping FW ?

Receiving FW ?

Make Area 1 FW  ?

Make Area 2 FW  ?

Line 1 FW  ?

Line 2 FW  ?

Line 3 FW  ?

Enterprise Edge FW x

NorthEast Edge FW x

SouthEast Edge FW x

L2 Make 1 East x 8 x

Make 1 West x 8 x

Make 2 East x 16 1 7 x

Make 2 West x 6 x

Line 1 East x 6

Line 1 Central x 10

Line 1 West x 20 x

Line 2East x 10

Line 2Central x 10

Line 2 West x 20 x

Line 3 East x 12

Line 3 Central x 12

Line 3 West x 20 x

Control Room North x 20

Control Room South x 20 3 21

Receiving West x 12

Receiving NorthEast x 12 3 21

Receiving SouthEast x 12

Shipping North x 10

Shipping South x 10 2 8

Change the (BB) Backbone 

switches software to Layer 3 / 

router software and connect 

each subnet directly to them 

B - Protect everything in this 

picture from the outside with 

Firewalls 
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Identify the most critical parts of your system 

Step 6 ï Evaluate Redundancy Needs 
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What are potential points of failure? 

Redundancy Needs and Evaluation 

Whatever the forklift runs into! 

Things that move (motors, pumps, robots, conveyors, etc.) 

Power Supplies 

Electronics (overheating due to internal fans that stop running) Electronics (overheating due to internal fans that stop running) 
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Step 6 ï Evaluate Redundancy Needs 
D

o
c

k
 1

 
D

o
c

k
 2

 

Control Room 

Enginee

r 

WorkSt

ation  

H M
I 

H M
I 

Line 1 

Line 2 

Line 3 

Make 1 

Make 2 

Shipping 

Receiving to Enterprise 

A 

A 

A 

C C 

C C C 

C C C 

C C C 

C C 

C 

C 

C 

C C 

C 

C 

FW 

FW 

FW 

FW 

FW 

FW 

FW 

FW 

FW 

FW 

FW 

BB-L3 

BB-L3 

BB-L3 

Many expensive chemicals destroyed 

if we lose communications here 

Losing the backbone affects  

all production! 

Identify the largest needs for uptime ï Rank and Assess Impact 

Lose the control room and we lose our ñeyesò 
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Step 6 ï Evaluate Redundancy Needs 

Math you can do to justify an investment in redundancy 

ÅUnplanned downtime calculator 

ÅHow long will production be impacted? 

ÅWill product be lost? 

ÅHow much effort is needed to recover and restart your process? 

ÅCalculate your downtime cost per minute, per hour, per day 
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Step 6 ï Evaluate Redundancy Needs 

ÅACA for any 
Hirschmann switch  

Redundant 
(backup) 

Configuration 

ÅPower Supply 
options for any 
Hirschmann switch 

Redundant 
Power 

Supplies 

ÅRing or Tree 
Redundant 

Ethernet 
Network 

ñRingò 
MACH 100/10004000 

RS 20/30/40  

Tree 
MACH 100/1000/4000 

MS 20/30 

RS 20/30/40  

BAT wireless 

Octopus IP67 

Power Supply #1 

Power Supply #2 

Input Power #1 

Input Power #2 
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Use Location /Name L2 L3

10G 

ports

1G 

ports

10/10

0 

ports

PoE 

ports

PoE 

Watts 1588 IP-67

2x 

power

Redun 

nets

USB 

memory

Backbone Control Room / Ship / Receive x 3 X ring 1 X

Make Area x 3 X ring 1 X

Packaging Area x 3 X ring 1 X

Firewalls Control Room FW  ? X ring 2 X

Shipping FW ?

Receiving FW ?

Make Area 1 FW  ?

Make Area 2 FW  ?

Line 1 FW  ?

Line 2 FW  ?

Line 3 FW  ?

Enterprise Edge FW x

NorthEast Edge FW x

SouthEast Edge FW x

L2 Make 1 East x 8 x X X

Make 1 West x 8 x X

Make 2 East x 16 1 7 x X X

Make 2 West x 6 x X

Line 1 East x 6

Line 1 Central x 10

Line 1 West x 20 x

Line 2East x 10   

Line 2Central x 10

Line 2 West x 20 x

Line 3 East x 12

Line 3 Central x 12

Line 3 West x 20 x

Control Room North x 20 X ring 2 X

Control Room South x 20 3 21 X ring 2 X

Receiving West x 12

Receiving NorthEast x 12 3 21

Receiving SouthEast x 12

Shipping North x 10

Shipping South x 10 2 8

Step 6 ï Record Your Redundancy Choices 
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Project My Factory

Project Engineer David Adams

Use Location /Name L2 L3

10G 

ports

1G 

ports

10/100 

ports

PoE 

ports

PoE 

Watts 1588 IP-67

2x 

power

Redun 

nets

USB 

memory

(corrosive, 

moisture) 

Conformal 

Coating

Ether-

Net/IP

Profi-

net

special  

requirements

Backbone Control Room / Ship / Receive x 3 x ring 1 x

Make Area x 3 x ring 1 x

Packaging Area x 3 x ring 1 x  

Firewalls Control Room FW  ? x ring 2 x

Shipping FW ?

Receiving FW ?

Make Area 1 FW  ?

Make Area 2 FW  ?

Line 1 FW  ?

Line 2 FW  ?

Line 3 FW  ?

Enterprise Edge FW x

NorthEast Edge FW x

SouthEast Edge FW x

L2 Make 1 East x 8 x x x x x

Make 1 West x 8 x x x x

Make 2 East x 16 1 7 x x x x x

Make 2 West x 6 x x x x

Line 1 East x 6 x

Line 1 Central x 10 x electrical noise?

Line 1 West x 20 x x

Line 2East x 10   x

Line 2Central x 10 x electrical noise?

Line 2 West x 20 x x

Line 3 East x 12 x

Line 3 Central x 12 x electrical noise?

Line 3 West x 20 x x

Control Room North x 20 x ring 2 x x x

Control Room South x 20 3 21 x ring 2 x x x

Receiving West x 12  x temp extremes

Receiving NorthEast x 12 3 21  x temp extremes

Receiving SouthEast x 12  x temp extremes

Shipping North x 10 x temp extremes

Shipping South x 10 2 8 x temp extremes

Switch / Router List - Network Design

Add any additional standards, specifications, 

concerns 

Expecting huge temp extremes 

in dock areas 

Expecting electrical noise near 

some very large drives in these 

areas 

EtherNet/IP and PROFINET I/O 

 Area includes corrosive gasses 

& extreme moisture 
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Use Location /Name L2 L3

10G 

ports

1G 

ports

10/100 

ports

PoE 

ports

PoE 

Watts 1588 IP-67

2x 

power

Redun 

nets

USB 

memory

special  

requirements Model

Catalog 

Number Accessories

Accessory 

Catalog 

Numbers

BackboneControl Room / Ship / Receive x 3 X ring 1 X  

Make Area x 3 X ring 1 X

Packaging Area x 3 X ring 1 X  

FirewallsControl Room FW  ? X ring 2 X

Shipping FW ?

Receiving FW ?

Make Area 1 FW  ?

Make Area 2 FW  ?

Line 1 FW  ?

Line 2 FW  ?

Line 3 FW  ?

Enterprise Edge FW x

NorthEast Edge FW x

SouthEast Edge FW x

L2 Make 1 East x 8 x X X

Make 1 West x 8 x X

Make 2 East x 16 1 7 x X X

Make 2 West x 6 x X

Line 1 East x 6

Line 1 Central x 10 electrical noise?

Line 1 West x 20 x

Line 2East x 10   

Line 2Central x 10 electrical noise?

Line 2 West x 20 x

Line 3 East x 12

Line 3 Central x 12 electrical noise?

Line 3 West x 20 x

Control Room North x 20 X ring 2 X

Control Room South x 20 3 21 X ring 2 X

Receiving West x 12 temp extremes

Receiving NorthEast x 12 3 21 temp extremes

Receiving SouthEast x 12 temp extremes

Shipping North x 10 temp extremes

Shipping South x 10 2 8 temp extremes  

Choose Products and Record Your Choices 
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Summary ï Logical Design 

Physical Design 

Installation 
Environment 

Application Needs 
Certifications and 

Compliance 
Project and 

Operations Success 

Next 

Logical Design 

Collect 
information 

Segment 
Add routers and 

switches 
Add network 

security 
Add redundancy 

/ resiliency 

Completed 
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Panel 3 

37m 

20m 

Panel 6 

Line 3 

Panel 3 

37m 

20m 

Panel 6 

Line 3 

Panel 3 

37m 

20m 

Panel 6 

Line 3 

D
o

c
k
 1

 
D

o
c

k
 2

 

Control Room 

Engineer 

WorkStation  

Line 1 

Line 2 

Line 3 

Make 1 

Make 2 

Shipping 

Receiving 

D
o

c
k
 1

 
D

o
c

k
 2

 

Control Room 

Engineer 

WorkStation  

Line 1 

Line 2 

Line 3 

Make 1 

Make 2 

Shipping 

Receiving 

P

L

C 

P

L

C 

P

L

C 

I/

O 

I/

O 

D D D D D 

PLC PLC PLC 

Drive 

Drive 

D
ri

v
e

 

D
ri

v
e

 

D
ri

v
e

 

D
ri

v
e

 

D
ri

v
e

 

Panel 3 

Step 1 ï Collect Information (from Part 1) 
D

o
c

k
 1

 
D

o
c

k
 2

 

Control Room 

Engineer 

WorkStation  

Line 1 

Line 2 

Line 3 

Make 1 

Make 2 

Shipping 

Receiving 

My Mfg Plant 

A ï Get physical drawings 

C ï Identify panel 

locations and detail 

D ï General understanding of what 

each part of the network needs to DO 
Å HMI 

Å Control I/O 

Å High-speed motion 

Å Video / voice 

Å Physical security 

Å Business apps 

B ï Identify location and number 

of end devices to network 

E - Identify cable routing  

options and distance information 
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And your spreadsheet of Switch/Router 

Choicesé 

Project My Factory

Project Engineer David Adams

Use Location /Name L2 L3

10G 

ports

1G 

ports

10/100 

ports

PoE 

ports

PoE 

Watts 1588 IP-67

2x 

power

Redun 

nets

USB 

memory

(corrosive, 

moisture) 

Conformal 

Coating

Ether-

Net/IP

Profi-

net

special  

requirements Model Catalog Number Accessories

Accessory Catalog 

Numbers

Backbone Control Room / Ship / Receive x 3 x ring 1 x  

Make Area x 3 x ring 1 x

Packaging Area x 3 x ring 1 x  

Firewalls Control Room FW  ? x ring 2 x

Shipping FW ?

Receiving FW ?

Make Area 1 FW  ?

Make Area 2 FW  ?

Line 1 FW  ?

Line 2 FW  ?

Line 3 FW  ?

Enterprise Edge FW x

NorthEast Edge FW x

SouthEast Edge FW x

L2 Make 1 East x 8 x x x x x

Make 1 West x 8 x x x x

Make 2 East x 16 1 7 x x x x x

Make 2 West x 6 x x x x

Line 1 East x 6 x

Line 1 Central x 10 x electrical noise?

Line 1 West x 20 x x

Line 2East x 10   x

Line 2Central x 10 x electrical noise?

Line 2 West x 20 x x

Line 3 East x 12 x

Line 3 Central x 12 x electrical noise?

Line 3 West x 20 x x

Control Room North x 20 x ring 2 x x x

Control Room South x 20 3 21 x ring 2 x x x

Receiving West x 12  x temp extremes

Receiving NorthEast x 12 3 21  x temp extremes

Receiving SouthEast x 12  x temp extremes

Shipping North x 10 x temp extremes

Shipping South x 10 2 8 x temp extremes  

Switch / Router List - Network Design
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Why? 

ÅFailures can occur at Ethernet switch, connectors or cabling 

ÅWhich of these is most difficult to replace? 

ÅSwitches - have backup configurations 

ÅConnectors - are usually easy to access 

ÅCables - are the most difficult to replace. 

ÅSo, make good Ethernet cable design decisions. 

ÅSpecify what is critical now! 

Step 2 - Specify Ethernet Cables  

and Connectors 
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Network Reliability 

Source: Datacom, Network Management Special  

8 % 

10 % 

35 % 

25 % 

12 % 

7 % 

3 % 

Physical 

Data Link 

Network 

Transport 

Session 

Presentation 

Application 

Network Operating  

Systems 

Network 

Components 

and Media 

Application Programs 

What causes network faults? 
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Choices, Choices, Choicesé 

Factors to consider 

Ådistance 

Åperformance 

Åenvironment 

Åapplication 

Åregulations & specifications 

Choices to make 

ÅConductors 

ÅShield (or not) 

ÅJacket 

ÅConnectors  

ÅPre-terminated or field-installable 

Weôll make this easyé 
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Specify Cable/Cordset Requirements 

1. Specify ALL of these things that 

affect you or else installers will 

pick what they want.  

Factors

< 80m

< 100m

< 5000m

< 100,000m

10/100M rate

1G rate

10G rate

Power over Ethernet

electrical noise (motors, drives, welders)

standard bend radius (8-10x wire diameter)

tight bend radius

high flex

outdoor

UV (sun)

washdown

moisture

Underground burial

Tray installation

Physical stress - cut-through, abrasion, crushing

hazardous environment

temp >20C or <0C

chemicals

low smoke zero halogen

regulations & standards (many)



Proprietary and Confidential. © 2010 Anixter Inc.  

Step 7a -  Specify Copper / Fiber 

Requirements 

Factors
 Stranded 

Alloy Solid Cat 5

Cat 5e 

/ Cat 62 pair 4 pair Shielded Unshielded

multi-

mode

single-

mode OM3/4

always 

tight 

buffer

always 

plenum

< 80m Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ

< 100m Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ

< 5000m Ҟ Ҟ Ҟ Ҟ

< 100,000m Ҟ Ҟ Ҟ

10/100M rate Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ

1G rate Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ

10G rate  Ҟ Ҟ Ҟ Ҟ

Power over Ethernet Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ

electrical noise (motors, drives, welders) Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ

standard bend radius (8-10x wire diameter) Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ

tight bend radius Ҟ

high flex Ҟ

Copper Fiber

Industrial Copper, ALWAYS spec: 

Å Bonded Pair (see ñ9 testsò data) 

Å CAT5e or higher 

Industrial Fiber, ALWAYS spec: 

Å Tight buffer 

Å Plenum 

Å OM3/4 

Things shaded in orange 

drive each decision 

Nonbonded-

Pair 

Bonded-

Pair 
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Step 7b - Specify Jacket Requirements 

Factors UV Armor

PUR 

jacket

Expose 

Run

FEP 

insulation 

& jacket

TPE 

insulation 

& jacket

PE 

jacket

CPE 

jacket

outdoor Ҟ

UV (sun) Ҟ

washdown Ҟ

moisture

Underground burial Ҟ

Tray installation Ҟ

Physical stress - cut-through, abrasion, crushing Ҟ Ҟ

hazardous environment Ҟ

temp >20C or <0C Ҟ Ҟ

chemicals Ҟ

low smoke zero halogen  

regulations & standards (many)

Jacket
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Step 7c - Specify Connector & Buy vs. Build 

Requirements 

Factors RJ-45

RJ-45 with 

seal 

overmold M12

Field-

installable 

connectors

premade 

cordset

outdoor Ҟ Ҟ

washdown Ҟ Ҟ

moisture Ҟ Ҟ

chemicals Ҟ Ҟ

time Ҟ

material cost Ҟ

precision length Ҟ

Connector / Cordset
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What considerations? 

D
o

c
k
 1

 
D

o
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 2

 

Control Room 

Engineer 

WorkStation  

H
M

I 
H

M
I 

Line 1 

Line 2 

Line 3 

Make 1 

Make 2 

Shipping 

Receiving 

Chemical Area 

Very large motors/drives here 



Proprietary and Confidential. © 2010 Anixter Inc.  

What considerations? 

Inside this Cabinet 

On Machine 
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What cable choices will you use foré 

Project My Factory

Project Engineer David Adams

Use Location /Name L2 L3

10G 

ports

1G 

ports

10/100 

ports

PoE 

ports

PoE 

Watts 1588 IP-67

2x 

power

Redun 

nets

USB 

memory

(corrosive, 

moisture) 

Conformal 

Coating

Ether-

Net/IP

Profi-

net

special  

requirements Model Catalog Number Accessories

Accessory Catalog 

Numbers

Backbone Control Room / Ship / Receive x 3 x ring 1 x  

Make Area x 3 x ring 1 x

Packaging Area x 3 x ring 1 x  

Firewalls Control Room FW  ? x ring 2 x

Shipping FW ?

Receiving FW ?

Make Area 1 FW  ?

Make Area 2 FW  ?

Line 1 FW  ?

Line 2 FW  ?

Line 3 FW  ?

Enterprise Edge FW x

NorthEast Edge FW x

SouthEast Edge FW x

L2 Make 1 East x 8 x x x x x

Make 1 West x 8 x x x x

Make 2 East x 16 1 7 x x x x x

Make 2 West x 6 x x x x

Line 1 East x 6 x

Line 1 Central x 10 x electrical noise?

Line 1 West x 20 x x

Line 2East x 10   x

Line 2Central x 10 x electrical noise?

Line 2 West x 20 x x

Line 3 East x 12 x

Line 3 Central x 12 x electrical noise?

Line 3 West x 20 x x

Control Room North x 20 x ring 2 x x x

Control Room South x 20 3 21 x ring 2 x x x

Receiving West x 12  x temp extremes

Receiving NorthEast x 12 3 21  x temp extremes

Receiving SouthEast x 12  x temp extremes

Shipping North x 10 x temp extremes

Shipping South x 10 2 8 x temp extremes  

Switch / Router List - Network Design
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What is Levels 

ÁHistory of Category cable and Anixter involvement in 

defining the standards for Category cable. 

ÁCategory is based on performance and Levels is based 

on survivability in a particular application. 

ÁMaking it easier to identify specific cables, connectors, 

network switches and power supplies for the 

environment. 

ÁEnd users and internal sales tool to make specifying 

cable and equipment faster and easier. 
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Current rating systems: Industrial Infrastructure  

MICE Classes 

Mechanical M1 M2 M3 

Ingress I1 I2 13 

Climate C1 C2 C3 

Electromagnetic E1 E2 E3 

Increasing Severity 

ÁIndividual Safety Ratings  

ïUL 

ïCE 

ïIEEE 

ïIEC 

ïCUL 

 

ÁTIA-1005 

ÁMICE 

ïMechanical 

ïIngress 

ïClimate 

ïElectromagnetic 

 

http://www.google.com/url?url=http://www.envitechautomation.com/en/certifications.html&rct=j&frm=1&q=&esrc=s&sa=U&ei=_g4XVJ2QHIawyASs8YLQCQ&ved=0CCIQ9QEwBg&usg=AFQjCNG-QvD7rasNSrG0huA36FH2_kycUA
http://www.google.ca/url?url=http://www.waterfurnace.ca/Products/Accessories/polyethylene.php&rct=j&frm=1&q=&esrc=s&sa=U&ei=UR00VKuKCcjnoAS7k4DIDQ&ved=0CBUQ9QEwAA&usg=AFQjCNGMwpGvZ0u56tiRRMdr1FrFLRW-dg
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Complexity of the MICE table  
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Matching Components and Cabling  

to the Environment 

Level 1: A controlled area located inside an 

industrial facility where cabling components are 

secured from physical damage and protected from 

harsh or industrial environments. 

Level 2: Located inside an industrial facility where 

cabling and components are subjected to more 

extreme ambient temperatures, humidity and 

potential damage. 

Level 3: Located in a harsh industrial area where 

cabling and components are exposed to oil, 

solvents, cleaning agents, lubricants, water, wide 

varying temperatures, humidity and dust. 

Anixter has defined LEVELS that encompass the majority of industrial 

conditions (not 100%) based on economical and readily available products 
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Anixter levels ï Product selection guide 


