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Foundry Company Overview

||||||||

Ty San Jose, California

® Mission: Performance, High Availability, &
Feature Leadership for Multilayer Switching (L2, L3, L4-7)

® Total Worldwide Customers: 8,000+
Product & Corporate Awards: 50+
2004 Revenue: ~$400 Million

6th Consecutive Year of Net Profitability
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Complete Layer 2/3 & Layer 4-7 Foundry

Product Portfolio

FastIron Layer 2/3
Enterprise Switches

4 )

-

FastIron 400/800/1500
Edge and Workgroup

FastIron Edge FES4802-POE
12GCF/2402/4802/9604

FI X-Series
10/100/1000
with 10
Gigabit

Uplinks
J

4

ServerIron Layer 4-7
Application Switches
and Web Accelerators

(" ServerIron XL, GT-E, 450/850
and 100/400/800

ServerIronSA Web Accelerators
100,400,800,F400

—ienld

[ IronView Network )
Management

[

-
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BigIron Super-
X/4000/8000/15000/MG8

NetlIron

-~

\_

Metro Routers

i i

NetIron 400/800/1500/40G
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Foundry Leadership and Innovation

Innovation Year
® 1stayer 3 Switch 1997
® 1st Gigabit Ethernet Switch 1997
® 1st Shipping Layer 4-7 Switch 1998
® 1st High-Performance Chassis Family 1999
® 1st 1000 Base T (1000Tx) Switch 2000
® 1st 10 Gigabit Ethernet switch 2001
® 1st ASIC-based Real-time Monitoring 2002

15t Terabit Architecture — Mucho Grande 2003
1t High Availability 10 Gig Layer 4-7 Switch 2004
15t 10 Gigabit Wire-Speed DoS Protection 2005

5 Foundry Networks Confidential and Proprietary

Product
Netlron
Fastlron
Serverlron
BigIron

Fastlron GoC
BigIron

JetCore

BigIron, Netlron
ServerIron
ServerIron

First with complete End-to-End Internet Router, Layer 2/3,
and Layer 4-7 Application Switching and Security Solutions

SEFOUNDRY

NETWORKS

October 2003 ©2003 Foundry Networks, Inc.



Agenda

e Foundry Overview

o Application Infrastructure Security Solutions

e Customer Case Studies
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Why Scalable Always-on Network Visibili

CIO and Network Operations Team’s Requirements

CIO

Operations Team

¢ Ensure Worker
Effectiveness

¢ Minimize Downtime

Rapid Diagnosis and
Control of Problems

® Protect Information
Assets

Maintain Security

¢ Conform with

Enforce Policies

Regulations
® Control Cost of ¢ Ease of Management
Ownership
® Create Additional ® Ensure Network'’s
Business Readiness for New

® Better ROI

Applications

Plan and Grow On-
Demand

® Track and Bill for Usage

Usage Tracking

Instrumentation
(monitoring)

Operator
(redundant)

w0 Requires Scalable Always-on Visibility E§FOUNDRY
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Network Visibility and Security Chal

e How do You Know Your Network is Secure?
— Only with a Traffic Monitor Hooked at Every Point

e Existing Network Security Is Insufficient
— Most CIO Questions Unanswered
— Wireless and Remote Access Create New Problems

e Traditional Network Traffic Monitoring

— High Cost (No ROI Justification)

— Impacts Performance and Business Operations
— Limited Visibility — Can't Look Inside Truck

— Requires Large Operations Staff to Manage
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sFlow Traffic Monitoring Solution

e Uses Traffic Sampling for Monitoring and Accounting

Gathers Data on All Traffic Flows on Every Port
— Provides Detailed Information about Flows

Exports Flow Information in Real Time to Collector
— Collector Archives Data and Provides Reports On-Demand

Wire-Speed Accounting and Performance (Even up to 10G)
— Replaces Guesswork with REAL Data

Standards Based and FREE!
— Embedded in Switch ASIC
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sFlow (RFC 3176)
Embedded Traffic Monitoring for Switched Networ

° ?Itatistical Sampling Technology Delivers Visibility to All
OWS

— Layer 2 through 7 visibility and analysis

® Scales with Network Size and Speeds with Zero Performance
Impact

— No other Technology can Scale to GbE and 10 GDbE rates

e Embedded implementations available today — Free!
/‘

v Packet Header Analysis
v Src/Dst MAC addresses
J Src/Dst VLAN (802.1q) and 802.1p
Layer 2-7 Src/Dst IPv4 addresses, including
< I f t' ICMSILD'SfCP’ T(t:_P, TCP flags, UDP, and
nformation information
S S F I ow j SrfcIDst IPv6 addresses and other
information
am pled Datag ram v SrfcIDst IPX addresses and other
information
PaCket ‘ v Src/Dst AppleTalk addresses and
other information
< v MPLS information S F I OW
] v Sampling process parameters (rate, pool)
‘ v Physical input/output ports — co I IeCto r
v Src/Dst prefix bits and next hop subnet, =
v Source AS and source peer AS —
v Destination AS path —
v - . . _—
Communities and local preference co I |eCt| on , An a Iys is
v 802.1X user name or RADIUS/TACACS user ID
v Interface Statistics (SNMP) and Archival
v The captured packet itself
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sFlow Technology — RFC 3176, An
Standard for Network Traffic Accoun

® Statistical Sampling Technology

— HP—patented and proven technology (over 10 years) that employs
“Statistical Packet Sampling” and SNMP data to monitor network
flows in a network.

— Most “Packet Sampling” implementations just use information within
an IP packet (e.g., what about VLAN and SNMP information).

® What is RFC 3176 — sFlow Technology

— Technology built by InMon Corporation

— SFlow is a “Statistical Sampling Technology” — an Open Standard
— sFlow delivers full L2-L4 network-wide traffic flow information
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sFlow Accuracy

Estimating Traffic per Protocol

Total number of frames (interface counters) = N
Total number of samples received = n

Number of samples in class = ¢

Number of frames in the class estimated by:

Relative Sampling Error

100% 1 . T T 0 1
N\ %oerror <196-,—
N\ e ¢
= N
A R . A S AR B
5 50% | o L L : :
CREE o) A SN S %error decreases by increasing
o5, I S AR NI number of samples:
0 I I I | | I | | I . .
[ N SN S S~ ° Ionger aggregahon perlod
0o, s g e —— * increased sampling rate
(o] ‘ T ‘ T ‘ ‘ = I ‘ ‘ = ! . L .
1 10 100 1000 10000 higher utilization

Number of Samples in Class
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Packet Sampling Algorithm

Total_Packets = 0
Total_Samples =0
Skip = NextSkip(Rate)
v Packet Sampling Algorithm
| WaitforPacket i g———— Built within the ASIC for

Hardware-based

Network Traffic Accounting

Yes
Exclude

Packet?

Assign Destination
Interface

v

Decrement Skip
Increment Total_Packets

Yes
Skip = NextSkip(Rate)

Increment Total_Samples

v

Send copy of Sampled No
Packet, Source Interface,
Destination Interface,
Total_Samples and
Total_Packets to Agent

1'“#

| > Send Packet to

Destination Interface I: 0 U N D R Y@
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sFlow Answers Critical Questions

e Security Breaches and Virus/Worm Spreads
— Identify Who Caused it and Where in Seconds

e Unauthorized Users and Devices
— Where are They and What are They Doing?

e Hosts and Applications Causing Problems
e Network Congestion Points
Capacity Utilization and Availability

Complete Network Activity End-to-End
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Why sFlow vs. Alternatives?

e Standards Based Solution

e Industry’s Only Pervasive Wire-Speed Monitoring Solution
— Other Technologies Don‘t Scale to Gigabit and 10 Gigabit Rates

e Future Proof — Supports All Protocols and Applications
e Highest ROI — ZERO Cost
e Application Level Visibility — Not Just Network Level

Leverages External Server-Based Collectors
— No Extra Expensive On-Device Modules
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What is the Collector/Manageme
System?

® The sFlow datagrams (sFlow samples) are sent to a central
collector, located anywhere on the network. Systems are PC
based.

® Management system displays real time view of data, with
provision to drill down for additional details.

® Multiple viewing options can present the data in any number of
ways for investigation and analysis.

® Data is concurrently captured and stored in a central “history”
database.

Ad-hoc queries for operational or business analysis can be made
on the historical data.
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Network-wide Visibility with sFlow

Core
Switches

.__l-
- -
-
sFlow
Collector
Edge
Switches
sFlow data
collection
IP Telephones
| A WIS
iR\ E%FOUNDRY:
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Existing Network Management

Technologies are also Supported

Core
Switches

Edge
Switches

IP Telephones

18 Foundry Networks Confidential and Proprietary

sFlow
Collectar

sFlow data
collection

SNMP and RMON
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sFlow Management Systems

sFlow collection and presentation
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Identifying and Mitigating Network
Bottlenecks

Step 1: Profile congested segments

Congested Segment Report

15-85ep-2000 16:00 to 16-Sep-2000 16:00

| Utilization | Time
Locaton Sources

Mins.Day | Peak | Latest | FEarliest | HourofDay
WAN Links 55 109,440 IP:197.164.196.101 7% Sat Fri EEEEENR
o5 19;44”&;5 ; e 1,325.00 07% | [P10.162 248 166 6% 16-5ep-2000 | 15-Sep-2000 = = = = = =
ST T IF:10.119241 11 5% 15:59 1600 EEEEEE
Precidia o IP-10.163.32.17 73% Sat Fri EEEEER
e . “F 122300 229, | IP:10.163 32,79 20%, 16-Sep-2000 | 15-Sep-2000 EEEEEN
Ip2rnl 1tel 212 nga iranor.corn 24 EEEEEN
101633277 3% 15:50 1600 EEEEEE
Prosidin o [F10.163.3236 96% Sat Fri EEEEENR
- . o 1,142 00 25%, 16-5ep-2000 | 15-Sep-2000 EEEEEE
Ipat T0tr302 usa ivrmon corm & EEEEEN
15:50 16:11 EEEEEE
neD TP 10407 224 106 45%, Sat Fri EEEEER
030N 452, 167 774 81 35%, 16.5enannn | 15.5en.onnn | HENNEEE

[affi'c"is peaking at 85% utilization, and a single source
is_responsible for 96% of traffic during busy periods.
o EXFOUNDRY:
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Identifying and Mitigating Network
Bottlenecks

Step 2: Investigate trending on busy segment

Utilization of Ipat70tr308.usa.inmon.com interface 9
15-8ep-2000 17:00 to 16-Sep-2000 17:00

— Talhzaton

Ualizaton Lower Bound  —— Unlizaton Upper Bound

Udlizatdon
1007

20 The utilization for the
M < congested link averages at
60 /\/\/_\N\/\/\/\M around 55% and that it
exceeds 80% approximately 3

07 minutes in every hour.
207 - -
L Conclusion: Chronic
0 . . . . . problem to address.
12:00 15:00 Sar0:00 a:00 12:00 13:00
Today Thiz "Weelr Thiz Month  Last Hour Last 7 Davys
Testerday Last “Week Last Month Last 24 Hours Last 20 Days
iy
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Identifying and Mitigating Network
Bottlenecks

Step 3: Obtain details of host responsible for majority of traffic on segment

Host Report For 10.163.32.36

The following table presents information dermved frorm observing network traftic. The
addresses contained in the table have all been seen as source addresses in network packets
trangrodtted by the specified host.

" Addresses

TP 101633236

The followirg reports provade real-tivee traffie infornmation for the selected host (prosdded
the port connecting the host to the network canbe located),

v Dlonitor selected hiost's traffic.
The following reports profile the specified host by exarairang historical network traffic.

Peers addresses of hosts corarrdcating with the selected host,
TCP Services Provided services provided by this host to others.
TCF Services Consutned services corsurned b this host,

LD Services Provided services provided by this host to others.
UDFE Services Consurned services consurned by this host.

- ¥ ¥ * *
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Identifying and Mitigating Network

Bottlenecks

Step 4: Understand where traffic from this host is going

Top Peers of 10.163.32.36 (bhy Frames Received)
15-Sep-2000 17:00 to 16-Sep-2000 17:00

10.163.32.139
10167 248119
10163 .44 27
1016343176
101634042
101634015
1016340119
1016343554
10163 41124
10163 .32 183
Other

T T T T T 1
0 50000001 .0E7 1.5E7 20E7Y 2.5E7
Frames

Today Thiz Weelkt This Month Last Howr Last 7 Days
T esterday Last "Week Last Ionth Last 24 Hours Last 20 Days

Discovery: Majority of traffic is two
hosts talking to one another
(10.163.32.36 sends most of its traffic
to 10.163.32.139).

Possible Resolution: Ensure that
these two machines are connected to
the same switch.
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Identifying and Mitigating Network
Bottlenecks

Step 5: Profile the application(s) causing this traffic

Top TCP Services Provided by 10.163.32.36 |hy Frames Sent)
15-Sep-2000 17:00 to 16-8Sep-2000 1'/M8(

\ 10.163.32.36 is generating traffic primarily
gip._eudup(2765) to port 2765.

netbios_ssn(139)

Possible Resolutions:
e Lower the priority for traffic to port 2765
e Set rate limiting.

1073

]

0 1.0E7 20EY 30E7 40E7

Frames
Today Thiz Weelt This Month Last Hour Last 7 Davs
Yesterday Last Week LastMonth Last 24 Hours Last 30 Days
o
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