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Green Power & the Modern Grid
The Power Grid Problems

PNNL began work on modern grid in 2000
Develop understanding of new technologies
Distributed energy resources

Load management & control

Automated power diagnostics

Solid-state controls

IT was the “key enabler” for transformation

Green Power & the Modern Grid
The Power Grid Problems

The Existing Power Grid
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Power and information flows one-way
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&"‘" The Power Grid Problems

April 2003, representatives first met

Utilities, equipment makers, IT providers,
Regulators, interest groups, universities, labs.
“Roadmap” for the future
Grid 2030 from DOE
Their major findings:
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The Power Grid Problems

The Mld Atlantic Corrldor
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The Southwest Corrldor
iSR=&4u ndertalnt'y-have driven

_,.ijemtan to all-time low
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Regulations for competition
~  have f‘illen short

not traﬁéfqmed the
ic‘i‘ndustr_y yet

Cessors require better
pone( quallty & retiability
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The Power Grid Problems

Increasingly difficult to site
transmission lines
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DOE “ Smart Grid”

Self-healing from power disturbances
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The Power Grid Problems

DOE “ Smart Grid”

Motivates & includes the consumer
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The Power Grid Problems

DOE “Smart Grid”
Resilient against physical or cyber attack
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DOE “ Smart Grid”
Prowdes power quallty for 21st century needs
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The Power Grid Problems

DOE “Smart Grid”
Accommodates generation and storage options
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DOE “ Smart Grid”
Enables new products, services, and markets
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= =

Miarket Infrastructure [ Support 3ystems

Fogaie Y Torme Byrpees 10 i A aweytons a0 hed Qipparing aessiieciis fains (e coa el
a1 e Dby o o bty

arciEnn

Green Power & the Modern Grid
[ i |
&"‘" The Power Grid Problems

DOE “Smart Grid”
Optimizes assets and operational efficiency
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The “Roadmaps”
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Intelligrid ™ architecture links communications
and the power grid for thefirst time

Basic technologies available today, integration
(interoperation) is the challenge

Deploy equipment in this order:
Automatic Meter Reading (AMR)
(SCADA) usesthe AMR infrastructure for control

Remote-controlled distribution devices
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The Power Grid Problems

DQE “Smart Grid”
Standardized designs stimulalt_e"developments

IEEE 1547 series of Standards for DER

Four key Technology Areas:

Architecture & Communication Sténdards

Monitoring & Load Management Technologies
Advanced Components & Operating Concepts
Mo@eling & SImUIatonTS
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The “Roadmaps”
Modern Grid Strategy =%
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Milastone Sequence
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AN empowers the customer and
estabiishas communications fo ife loads

Communications ==
is critical! /
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The “Roadmaps”

Modern Grid Strategy

Milestone Sequence

AM empowers the cusiomer and
esiabiishe s communicaiions jo the vads
Distribution (ADO) AR anables self ealing
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The “Roadmaps”

Modern Grid Strategy

Milastone Sequence

AN empowers the customer and
estabiishes communicalions fo the rads
Distribution (ADO) ADD arabio s self healing
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&"‘" The “Roadmaps”

Modern Grid Strategy

Milestone Sequence

AM erpowers the cusiomer 300

esiatilishes communications o ife bads
Distribution {ADO) ADE enablos self hesling
Transmission (ATO) ATO addresse s congestion

Asset Management (AAM) @

AANM greatly improves ife pedermance of
foday's assel Management programs
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AMI Systems
Time-based pricing Load limiting
Data exchange Pre-payment
Network metering P.Q. monitoring
Loss & Restoration Tamper & theft
Remote on/off Communicates
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The Technologies

—25| Home Area Networks
' In-home display
Responsive to price signals
Set points to limit control

_ "I Control of loads
— Consumer over-ride capable
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The Technologies

Industrial & Building Automation
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The Technologies

Meter Data Management Systems
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The Choices in Media

Typical Architertire
1

..\ Concentrator
[

Backhaul
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The Technologies

Integrated Communications

1.Power Indrasineciurne

2. Infoamation niresime e
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Typical Architecture

Scale of Bandwidth ~ Communications
A\Coverage Required Technologies

10-100 Mbps Fiber

1000s sq mi o 500 Kbps - 10 M 3/802.11/WiMAX

1 =
g
1-10 sq miles 10-100 kbps | 9U0OMHz FHSS
1000s of sq ft Home Area Network -10 kbps ZigBee/HomePlug

Typical “ Smart Grid” Communications Hierarchy
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Wireline Technologies

Power Line Carrier (PLC)
ﬁu:"-:-l'p'.ua

Substation versions for AMI
Residential versions for HAN

Communicate over power lines

Long distances achievable
Low cost, reliable, two-way

Passes through transformers

Slow speeds, point-to-point

T
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Wireline Technologies
Broadband over Power Lines (Access)

More bandwidth than required ===
- —_—

Sell to customers over MV & LV

2G products can notch -35dB
Make-ready & keep-ready work

Gap noise erodes performance

Limited distances & speeds i
EMC/emissions are sitevariable
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Wireline Technologies
Broadband over Power Lines (In-Premises)
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Wireline Technologies *'E‘E'I'z“
G.hn

ITU began work in 2006 on a unifiedwireline
networking standard for powerline, phoneline, & coax.

(D HomeGrid

OFDM Carriers/media type
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The Choices in Media

Wireless Technologies
Multiple Address System Radio
Unlicensed & licensed bands
Point-to-Point or Multipoint :p
- SCADA & DA applications now

Ethernet speeds (typically)
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Wireline Technologies
Copper UTP (telephone)

Widely available Not owned by power company
Analog modem speeds  Continuing expense
DSL speeds, T1 speeds

Co-locatéd canvenience
by 3 -
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Wireline Technologies
Optical Fiber

Very high speed
"“Secure

Point-to-Point

High installation costs

Green Power & the Modern Grid

The Choices in Media
Wireless Teehnologies
Paging Networks
Short messages Not Owrfd by power;company
Small mobile terminals Two-waysnessaging costly

One-way is low cost Most systems are proprietary

Some Stand,
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Wireless Technologies
Spread Spectrum Radio
Unlicensed 902-928MHz : e
Point-to-Multipoint . .
Short distance (last mile)

Hopping consumes overhead

Line-of-sight required
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gy

e The Choices in Media
Wireless Technologies
Wireless Fidelity (WiFi)
o

& oo -~

Open Standards
802.11b & 802.11g

Short range <100m
Poor reception

5-54Mb/s achievable Stucco mesh

Other reflectors

-1 i Green Power & the Modern Grid
%ﬁ" The Choices in Media
Wireless Technologies
ZigBee

Low cost, low power usage

IEEE 802.15.4 Standard

C, LigBee
‘ Alliance
Wireless control & monitoring

= I

Operates in ISM radio bands

Limited adoption (currently)
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Wireless Technologi
OSHAN 4
Average home size in-the'U.S. was 2,330 sq. ft. (20 ¥

- The National-Assocfation of Home Builders.

PAN with/3@.-40’ indoor communication ran ay he
insufficient for«reliable wireless connections.in the home

900 MHz
implementation

Lower data rate
layer OSHAN PHY) Kernel

dusaTEedTinyGS Gperating Sysem Core Spectrum is

also crowded
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Wireless Technologies
TDMA Cellular (GSM)

1S-136 Standard II I II I II l rsar

Several users

share channel Prion s ks

e dom Exchomer

. . e e
Unique time slot ! 5 4

for each user

1 Tipor pdow b srrmmmmens dma
Network CapaCIty O o .“";ﬂw [ ']
limits active radios armikad b oo e

Future is CDMA = -
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Wireless Technologies
CDMA Cellular

1S-95 Standard e

Widely available

Short message length not for control

Coverage can be spotty
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Third generation

Modem service for

monitorin

Short message
length not for control
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Wireless Technologies
3G Cellular

Intended for smart phones

Cost effective
g only

Quickly
implemented
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Wireless Technologies
WiMAX
Fixed operation to IEEE 802.16d

Mobile operation to IEEE 802.16e
75Mb/s over 10-30 miles -l

i
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Poor market penetration

Different vendors work together

High cost (currently)
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Wireless Technologies
VSAT Terminal

round station = Suitable for control
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Other Technologies
Hybr|d Fiber Coax (HFC)
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50Mb/s downstream
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Other Technologies
Fiber to the Home (FTTH)

. Very fast
ue"mn Speeds E E.t&t L-yerse
i O Interact Not owned by
—

utility
Recurring costs
Lack of control

S

18Mb/s downstream

tream 1.5Mb/s upstream
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The EMC Threat

Southern IIIirlois,

.h"'_

A'solid-stat& relay controllerinterrupts

transmission line for no apparent reason™=

A 470MHz hand-held radieiwas found'to
be the cause
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The EMC Threat

Indian Point, NY 3/23/08
Emergency shutdown caused by camera

RFI from Kbdak C340 Digital Zoom

Boiler pump conIroIIer affected
ol
“ All- that"hadito happeq was fopthe camerato beon.”

Slmllar incident-at Haeld'am Neck CTin 1997

gl
Slldsufficient “compatibility margin?

Green Power & the Modern Grid
The EMC Threat

EN 50178
Electronic Equip. used in power installations

Forequip.not covered in'Product Standards
-
Electfie’shock, testing, systemsintegration
Contains IT, power electronics, hon-electronics

Covers stand-alone & sub-assemblies

EMC requirementsiat box or system level
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The EMC Threat

EMC & Vulnerability

Equipment reliability willzbe-impairéd
Dy EMC prohlems

EMC validation. through testing'assures
reliablefoperation

Green Power & the Modern Grid
The EMC Threat

! i IEC Generic Standards v
i i el }
T M Emissions Immunity
Conducted " EN 55011 IEC ,61000-4-6
Radiated EN 5502? I+<IEC 61000-4-3
Power-line _IEC61000-3-2 IEC 61000-4-8
IEC 61000-4-9_ ;

IEC61000-3-3

- IEC 610004:-10
IEC 61000-4-11
IEC 610004-13
IEC 61000-4-16
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t Substatlon Immunlty Standards

L |
mor.s g < Seeps < 1<i< Seyerity < < < % </<i< </ less [*
Types of TEC 60870-21 | 1EC60255-26 | IEC 61000-65| 1EC60239-1 | [EN 61326 EN 55024
Equipment | Tele-control Relaying Generic | Switchgear & | Process. | computers &
i [ Telecoms

Microwave control x
Relays & assoc. A X ] r
Sensors A x x4
Switchgear x
PC's X
Power devices X X
Power controls X X
Metering 2 4 X
2-way COM = X
Test Equipment ¥ - X
Networking equip. X
Wireless equip. X

¥ IEC 610004-17

" u _ESD o IEC 61000-4-2

—EET TR I JEC 61000-4-4

Surge ad -]+ 2 1EC 61000-4-5

Surge Withstand |IEC 610004-18
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E_MC Standards for Protective Relays v

e B 'Em|ssmns Immunity !

C'ahduct'ed *T"IEC 60255-25 IEC 60255-22:6
Radiated 1-1EC 60255-22-3
] » IEEE C37.90.2

Power-line ['IEC'61000-3-2 |IEC 61000-4-8
. IEC 61000-3-3 IEC 61000-4-9
IEC 60255-11
IEC 60255-22-7
ESD ) IEC 60255-22-2
1 i = '|EEE C37.90.3
e AEFT IEC 60255-22-4
_Surge - “|EC 60255-22-5
Surge Withstand “1EC 60255-22-1
== |EEE C37.90.1
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the standards developed by s s ey / l'-I S Lower poVen 6< VO

the Institute of Electrical and - . " ]

Electronics Engineers: IEEE = - |
Standard 1547 for [
Interconnecting Distributed == |
Resources With Electric

#Higher clock spee !

L WidéE-bandwidth |

Power Systems, as they may ! \ =ie E
gk A0 o, oo, PR ®Incréasingly vuln
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Conclusions
feasing. 1 Demand:for electric power will_increase
g( Worldwide Electricity Consumption
Increasing number of Receptors s v TR

Increasing susceptibility-of _Receptors s N : _'-. p

Increasing dependence on'the Internet . II
1L

Increasingly vulnerable infrastructure L AU

£
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