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ABSTRACT

Lock picking is one of few activities that can be performsithg
only haptic feedback. Because lock-picking feedback is linited

The authors of this article learned to recognize the hapis
needed to pick pin tumbler locks from materials writtenthy
master locksmith, Steven Hampton [3 & 4]. In his works he

the sense of touch, and the inner workings of locks are described what to feel for when picking various locks, suggest

intentionally hidden to prevent easy inspection, the amételkr
picker is constrained to gain experience and a sense oté¢heain
workings through touch alone.

various methods for improving ones finger haptic sensejde®
images to help conceptually pick various locks, and also pvide

The technique used to caution against illegal use of his techniques. Many bookk a

compromise a simple pin tumbler lock relies on haptic feddbac Sources are available for learning how to pick variousplsim
experienced through both hands, with one hand managing Jocks, but few refer to these techniques as belongirtietbaptics

tension wrench and the other hand manipulating a pick.

providing certain cues through two haptic displays the sensation
of lock picking can be mimicked, allowing the user to experience

what it feels like to pick a lock. By providing a working was
model, the inner workings of a pin tumbler lock are rewkaled
allow the user to gain a visual sense (coupled with theichapt
sense) for how this lock can be compromised. This hastili

model, if generalized, could be used to model any number of

complex locks on the market, enabling locksmiths and lock-
designers to test the security of various locks.

KEywoRrDs: Haptic, visual, virtual, multi-display, simulation,
lock, key, wrench, pick, feedback, locksmith, design.
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Information Systems]: Project and People Management—Life
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Ethics

1 INTRODUCTION

Pin tumbler locks are common in the society in which we live,
being used in both deadbolts and doorknobs.
upon these simple locks for the protection of our homesaryet

experienced lock-picker could easily compromise one of these

locks in less than sixty seconds.

The main purpose of this simulation is to mimic the internal
dynamics of a simple pin tumbler lock, consisting of complex
interactions. As locks become increasingly complex and
expensive it may become impractical for locksmiths ta ewery
lock available on the market. In practicing for theidé&ait may
also be useful for them to see the parts move insidéothkeas

We rely heavily

Byfield of study (e.g., see [1, 3, & 4]).
S

2 THEORY

To understand the theory of lock picking it is necessary to
understand the internal workings of the lock and the tools used to
pick locks. Figure 1-1 shows a cross-sectional view ofma pi
tumbler lock, and will be referred to throughout this paper.
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Figure 1: Cros-sectional view of a pin tumbler lo [11]

2.1 Pin Tumbler Locks

A typical pin tumbler lock consists of the housing, five arssts

of pins and springs, and a cylinder (showrEmror! Reference
source not found.). The housing is secured to a door as either a
deadbolt or doorknab. It keeps all of the internal parts adigmel
contained.

The cylinder fits tightly within the housing and is where a ikey

they experience the haptic sensations. Then, when necessary, tHgserted. When the proper key is inserted, the cylinderatater

locksmiths would be prepared to compromise the actuigloc

Another motivation for a lock picking simulation is to pid®
lock manufacturers with the ability to test the securityef lock
designs within an interactive environment. If the programewe
generalized to handle whatever lock model is uploaded, Heen t
lock-designer could immediately (and cheaply) find obvious flaws
before producing actual parts and locks.
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freely inside the housing. The cylinder is secured agaimest th
housing at the back (opposite the key entryway) so that vileen t
proper key is inserted the cylinder cannot be removed from the
housing.

Vertically bored into the top of both the housing and thandgr

is a hole for each set of pins. Each pin set consistsspfring,
driver pin, and any number of offset pins. The spring gives the
pins a inward force to push the pins against the key wheriedse
All driver pins within a lock are the same length, and gdac
between the spring and offset pins. The lengths of the offsgt pin
vary to match the displacement grooves of the key. Whekethe
intended for this lock is inserted, the offset pins allraligth the
shear-line separating the housing from the cylinder. In the g



locks that accept master keys (such as are common within3 RESULTS & DISCUSSION

apartment buildings), multiple offset pins are used, allownoge Using C++ (a programming language), OpenGL (graphics jibrar
than one key to match the offset pins with the shearline. o jication programming interface), and Chai3d (graphic and
(Consequently locks that accept multiple keys are inherently o gisplay libraries), a working lock picking simulationswa
easier to pick because more opportunities exist to propégy created to mimic the picking environment and corresponding
the offset pins.) If an incorrect key is inserted inte kck the o i sensations felt while picking a pin tumbler lock. As show
pins will not align Wlt.h the.shear-llne an.d thus the cylinddir e in figure 4 a computer monitor was set up to visually disghay
prevented from rotating within the housing. virtual lock picking environment, and two haptic devices were
L : used to display the haptic feedback to the user. Using keystrokes
2.2 ) Pl.ckmg a F.>|n Tumbler Lock ) ) the operators of the simulation are allowed to changeahera

The .Plcklng of a pin tumblgr lock can be .accompllshed using theview, (spherically moving left, right, up, down, inward, and
two instruments shown in figure 2. The first (shown on tff le  outward), and remove or make transparent the housing and
acts as a tension wrench, and the second (shown on theadght)  cylinder parts of the lock model in order to see the pin-pick
as the pick (modeled here using a bent safety pin). Theotensi interactions. The two haptic displays consist of a haptiiga
wrench is inserted into the base of the key entryway andahen (left) to display the wrench sensations and the PHANToMhiOm

small force is applied to the wrench. This small forcegdahe (right) to display the picking sensations.
offset pins in shear which provides sufficient frictionalcéorto

overcome the spring force and hold the pins in position.

At the same time that the wrench is holding the pins iceplthe

pick is inserted into the key entryway and used to apply e for
opposite the spring force, pushing the pins outward from the
center of the lock to align the pin separation (i.e., theratpa
between the driver and offset pins) with the shear-liree, (ihe
separation between the housing and cylinder). When positioning
the pins the inward spring force must be overcome atahe s
time as the frictional force provided by the tension wrenétis T
involves a delicate balance in determining how much fooce t
apply both to the wrench and the pick. If too little tensi®n i
applied then previously compromised pins will come out of
alignment, but if too much tension is used the pins cannot be
placed and may possibly damage the lock.

Wrench ’ .
Tip

B
Pick Figure 4: Image of simulation setup, computer monitor gispl
with keyboard, haptic paddle (left), and PHANToM Omni (r)ght
Tip 3.1  Haptic Devices
Contict Point O Shaft / As mentioned in section 2.2, both hands are used when picking a

lock. One hand applies the small shear force to the pins Usng t
tension wrench and the other hand manipulates the pick to
position the pins. Because these two tasks can be accordplishe
independent of one another it was simple to simulate théchapt
Some locks provide additional measures of protection againstseparately, with one device used for simulating the tensienahr
picking. One of these measures includes replacing the cylihdrica sensations and another device for simulating the picking
driver pins with mushroom pins, shown in figure 3. As the sensations.

mushroom pin reaches the shear-line it allows the cylindeespac

Figure 2: Picking instruments wrench (left) and pick (right)
used in the lock picking simulation.

to move slightly, providing the lock-picker with a false seium In developing the simulation for two separate haptic deuvntes
of compromising the pin. Another security measure taken maycustom device needed to be built. However, since bothesfet
include spring-loaded cylinders. These make it difficult to/jol® devices are relatively large (compared to the actuek)lohe

the proper amount of force to overcome the rotationahgpri user’s hands would be placed farther apart relative to eter
before matching the delicate force balance needed to place ththan they would when picking a real lock. Also the program was
pins. Mushroom pins were not considered in this simulakion, written assuming that no head-mounted display would be used,
spring-loaded cylinders were. thus also placing disparity between the visual and haptidgosit
of the lock in space. When the authors received user feedback i
seemed that the added distance between the hands did not appear
to alter the sensations of the simulation. This is tekmected
since lock-picking is usually done without visual feedback and
with mostly-independent haptic sensations. (Some sensations,
such as the compromise of a pin, can be felt with both Hands

Figure 3: Mushroom (left) and cylindrical (right) driver pins



3.1.1  Pick Haptic Interface 3.2  Keyboard Interactions

The PHANToM Omni was chosen as the haptic interface for th Keyboard inputs were added to allow the user to make
pick. It is a commercially available device that Hagé degrees  modifications to the view and improve their experience tith

of freedom for sensing position, three for sensing orimaand simulation. The following is a list of the important kaypkes and
three for providing force feedback, (shown on the right in Figure the effect each has on the simulation:

4). This device was chosen for this simulation becauséotige

and slender haptic interface tool would be held in a similar Key - Action

manner as an actual pick, thus further adding to the immesgion w - Toggles between solid and/ireframe views for
the simulation. housing, cylinder, and wrench

h - Hides the lock housing and cylinder so as not to be seen
Because the PHANToM Omni senses with six degrees of freedom or felt
but provides forces in only three degrees of freedom thiselés p - SetRick as interactive tool; disables key
considered a partial-force feedback system [9 & 10]. In omler t k - SetK ey as interactive tool; disables pick
provide the most realistic picking sensations, (ignoringsthike of m - Aligns the tool to the plane of the piatMiddle)
the device Compared to an actual ple), and mimic the ctiens c - Simulates the sensation @ﬁmpromising a p|n on
within a small constrained space in a virtual environmer o haptic paddle; causes the paddle to move slightly
must use a full-force feedback system. However, sincet mos j - Moves the cametaward towards lock
forces in actual lock picking occur within a small space, amecesi - Moves the came@utwards away from lock

a partial-force feedback system provides a more economical,
approach to simulating this environment than full-forcalffeek,
the authors chose to limit the simulation to partiabfeek with
the option to constrain the user and pick to the plane gbitise
Thus, this simulation uses a single small sphere placbé &ety
tip of the pick to detect interactions with the lock environtne
and all forces are spatial (i.e., no torsion involved}hin end it
seemed that most users automatically oriented the pickagnyw

- Resets or initializes Omni encoders
- Moves camera view to theft in a cylindrical manner
- Moves camera view to thight in a cylindrical manner
1 - Moves camera viewp in a spherical manner
- Moves camerown in a spherical manner
ESC / x- Kits the program

3.2.1  Viewing the Environment

3.1.2 Wrench Haptic Interface The lock-picking environment can be viewed from any angle by
using the arrow keys on the keyboard. The view will change in a
spherical coordinate system always pointing to the same point
within the lock. This option is especially useful when a wsants

to see the internal parts of the lock as they pick. Fifwkows
some views of the tumbler lock and also depict various keybo
options.

Although a tension wrench can technically move through space
with six degrees of freedom, when picking a lock the cytirate
which it provides torsion constrains the wrench to rotateitaho
single axis (i.e., that of the cylinder's axis of rian). A haptic
paddle device was chosen as the haptic interface forettstoh
wrench because it also operates with a single degreeesfdm,
which also happens to be rotational. The haptic paddle used fo
the demonstration was manufactured at the Universityatf.Ut

In order to more closely mimic the actual motion of asien
wrench for the purposes of this simulation it was undesirable
have the user manipulate the handle on the top of the devite,
push on the angled side of the paddle. The force applied to
actual tension wrench occurs as far away from the lock as
reasonably possible to improve sensitivity to the vibratiwithin

the lock. Therefore, the desired location for applying treef
should be located at base of the handle. An additional fixtase w
designed and attached to the paddle so that the user could appl
force in the location that most closely mimicked an adirdion
wrench as shown in figures 4 and 5.

Figure 5: User modified views: front (top left), wireframe (top right),
and hidden (bottom).

Figure 4: Haptic paddle attachment (blue) and force (green).



3.2.2 Pin Interactions

The workspace of the PHANToM Omni ranges from 160mm in
width, 120mm in height, and 70mm in depth [7], yet the pin sets
span from about 3mm in width, 11mm in height and 18mm in
depth. When the entire lock is showing the users are ablato
the key entryway with ease, but when the housing and cylinder
were turned off (i.e., when the users want to feelthestpins and
avoid the main constraints of the lock) the users sometiags
difficult time locating the pins with the tip of the picklsers
would position the pick anywhere in space surrounding the pins
even though they seemed to believe they were positioning the pic
directly where the pins were located. Part of this magime to

the users not having a sense for the relative size of theapd
pins, and part of this may have to do with the camera veew a
depicted on the monitor not being aligned with the Omni device,
(especially when the user changed the camera view). Thesutho
anticipated this problem and so implemented the option, (already
mentioned in section 3.1.1), to constrain the user and pitteto
plane of the pins. When the ‘m’ key on the keyboard is pdesse
the user can toggle between turning this feature on andraff,

thus can choose to be pulled to the middle plane perfeityeal Figure 6: Various SolidWorks models used simulation: cylinder
with the pins. With this feature enabled it becomes very &as (top left), proper key (top right), housing (bottom lediffset pin
users to locate the pins with the tip of the pick. (bottom right).

Once a user has found a pin and wants to interact withyit, ( 3-2-4  Using Chai3D to Implement the Simulation

pushing up on it from below), the reactions in the simulatien ar Chai3d uses OpenGL (i.e., open-source graphics library) to
fairly realistic. When the user moves a pin verticatly pin gets visually render environments. By adding objects to a sgeaph
pushed back down by the spring force above the pin. But, becauser ‘world’ and assighing meshes to each object, and positioning
of a slight delay in the interaction computations, the srasdl of orienting, and scaling each object, the entire scene grapbeca
the pin masses, and the discrete nature of using a computer fo rendered with a single command. Chai3d provides threads that
simulation, the pin tends to jump up and down on the pick tip as i allow different code loops to be run simultaneously, and at
tries to reach equilibrium between the spring above and the pickdifferent rates and priorities. For instance, the grapliop only
beneath. Fortunately, this effect disappears when the user isieeds to run at about sixty Hertz (i.e., cycles per sed¢ordatch
actually trying to pick the lock, because the tension wrench human vision, but the haptics loop should run at about a thousand
provides sufficient damping to resist the pin’s motion. (Réleat Hertz since this is greater frequency than adults can sense
the harder one pushes on the tension wrench the more difficult i vibrations [5], and because objects are prevented from péngtra

is to move the pin.) When the pick tip is pulled away fith@ too deep within one another if the time steps are small.

pin, and the wrench is also freed, all the pins will dmthe base

of their workspace. The pins are kept within their worksphy Chai3d provides classes to encapsulate devices (such as the
resetting their position, velocity, and acceleration oheg teach, PHANToOM Omni and the Novint Falcon); three-dimensional
or extend below, their initial position. vectors and three-by-three matrices with the corresponding

. . mathematical algorithms for quick vector and orientation
3.2.3  Creating and Importing 3D Models computations; and many other useful objects, algorithms, and
To make the simulation appear more realistic the modele w features for rendering graphic and haptic environments. Chai3d
based on an actual lock set that had been disassembled. Each paffers both axis-aligned bounding boxes (AABB) and object
shown in figure 6 was made to scale using a computer aidedoriented bounding boxes (OOBB) for collision detection, whth t
modelling software package called SolidWorks [2]. The models option of assigning one or the other to each object. Tdwksion
were then exported to sterolithography, (or *.STL), filenfat detection algorithms minimize the computations needed to
commonly used for Computer Numeric Controlled (CNC) quickly discover colliding objects before directly comparing
manufacturing equipment (i.e., the equipment that the authorsobject mesh triangles for the specific collisions. @ haptic
have access to at the University of Utah). Using a mestvecter devices it provides both a proxy and actual tool position inespac
[8] the STL file was then transformed into an object, (@bj, The proxy is a small sphere placed at the tip of the tbathwis
file format that could be rendered using Chai3D. (Note that constrained to stay outside all objects, and when the haptic
Chai3d also supports object files of 3D Studio, or *.3ds, &#9m interface point (or HIP) penetrates an object the proxy statyse
A conversion scale was calculated for each object dotlties object’s surface, giving the impression that the obieditiffer
would be rendered at actual size within the program. Nt than it may actually feel [6]. The force applied to the Hapti
the springs were not modelled, but that a virtual springfaras device is then computed by taking the difference between the HIP
calculated and applied based on knowledge of linear springand proxy positions in space, placing a virtual spring betwezn
properties. two points, and computing the force needed to pull the two points
together. Frictional effects are also taken care d€lgi3d. This
command is as simple as assigning static and dynamic frictio
coefficients.



Among Chai3d’s example files are several demonstrations thatuntil the next expected cycle so that only a thousand cycles
show dynamic interactions between objects in various virtual occurred within each second of time.
environments. But, the authors were unable to get a working
dynamic environment for the imported objects (perhaps becauseAlthough the haptics was being displayed at a thousand Hertz, the
the masses were too small at the time of the attesnmerhaps graphics only needed to be displayed at about sixty Hertz. In
because Chai3d seems to base its calculations on thehfiget t order to get the object positions and sensations to appesartie
detected contact points between each object). Instead of being t only the haptics thread was allowed to alter data such aalglo
physics engine provided by Chai3d, the authors fixed the housingvariables, and the graphics thread was only given powexttact
and cylinder in space then used Chai3d’s collision detection tothis data to render it graphically within its own thread.
find collisions between the pick tip and the offset pins.

Button listeners were also added to the simulation so detéat
The normal force, N, applied by the haptic paddle againgtitise when the keyboard buttons were pressed. This enables the user
was used to calculate the friction of the pins (Fes N ), and toggle certain features of the environment as mentionegttion
the spring force was calculated based on the displacefeoft, 3.2.
the pins within the shaft and the spring constant, K, as neghsur ) ) )
using the actual model (i.e., F =K). If the user was applyinga 3-2-7  Coupling Haptic Devices Together
force to a pin, then this was calculated based on the proxy andn order to better mimic the experience of picking a lockas
HIP positions. Thus, the total force acting on each pin was desirable for the simulation to recognize when the pin stmasa
calculated for each haptic loop, thus ensuring smooth flatieof ~ were aligned with the housing-cylinder shear-line and to trigger
pin dynamics. The trapezoidal Rule was used to numerically breakpoint as each pin was compromised. Within the haptic
integrate the accelerations, velocities, and positiorsdii pin. If paddle environment is the option to communicate when a pin has
the pins went out of bounds, either above or below, then thebeen compromised. Thus the two haptic devices would be able to
current and previous positions, velocities, and accelestiere feel when each pin is compromised. Unfortunately, this coupling
reset. did not get implemented in this version, but is high on theripyi

) ) ) list of simulation improvements.

3.25  Programming Pin Motion
Because of the slight time delay in haptics of the systenich 4  FUTURE WORK

becomes apparent through the haptic paddle as soon as the pigkyrrently the pin tumbler lock-picking simulation accurately
tip comes into contact with any object in the environment), mimics certain features of the actual lock-picking experiehuae
together with small-scale masses (ranging from 0.26mgi8nt it is not complete. This work will be continued in order to
as calculated by SolidWorks), imprecise time measurtnaga improve the simulation and prepare for haptic demonstrations a

relatively large forces (with respect to the pin neapsthe pins  the University of Utah and conferences. Listed below ameesaf
originally oscillated at high frequencies. In order towsithese the main issues that remain incomplete.

oscillations the pin masses were increased by threesonfer o _
magnitude (since, according to Newton’s Second Law, mass4.1.1  Compromising a Pin

resists those accelerations caused by applied forces)h thiit Currently, users are allowed to move the pins anywherérvitib
change the pins behaved more like those within an actual lack, bupin workspace, and can align the pin separation with the shear-
felt heavier when being lifted. Despite this discrepanetween line. The user can also feel the sensations that ocaurgrthe
the real and virtual environments, the experience of virtually wrench when a pin is compromised. But, currently these two
picking a lock remains fairly realistic. When the tensioewveh is  features are not coupled together. Instead of relying on the
app!ied the pins do not oscillate, and the experience staytotrue keyboard option ‘c’ to stimulate a pin compromise, thegpm
reality. needs to identify when the pin separation and shear-line match

within a certain tolerance, and communicate to the haptidipa
Because rendering the lock environment in Chai3d can bewhen this condition has been reached for each pin.

accomplished with a single command, the rotations andakpati

positions cannot be directly applied as when using OpenGL4.1.2  Multiple Collision Points

directly. Instead, in order to rotate the cylinder and offées, (as The simulation only uses the pick tip to interact with vireual
each pin is compromised), it becomes necessary to alsoechangenvironment. This can destroy the sense of immersion wieen th

the position of the origin of each of these objects. Cuyrémis user sees the rest of the pick moving through the lock asgembl
feature is not implemented, but is high on the priorityflor new either vertically, or at an angle. In order to make theilstion
features. more realistic it is desirable to attach multiple sdlih points to

. . . . the pick, rather than at a single point. The proxies woudg kiee
3.26  Graphic and Haptic Computational Separation pick oriented properly within the enclosed space, and would add
For this simulation only two threads were used, one for théédsa  to the reality of this picking interaction. This featuveuld also

and one for the graphics. The haptic paddle was created as allow the pick to manipulate multiple pins at the same tame
separate environment in which only its haptic method wédsdcal  when pressing the pins up using the pick shatt.

Thus, when the main haptic thread was running it would request

the haptic paddle to update its forces (calculated usipmxy, 4.1.3  Multiple Picks and Working Key

virtual wall, and spring constant), and the scene graph taeupda With multiple collision points enabled on a given pick itulebbe

its object positions and orientations. With this infornatithe easy to add several types of picks to work with when pickiag t
collisions of the pick tip with the environment were computed  |ock in this environment. One could gain practice using uario
find the user's applied force. With the user’s force thuspuded, picks and methods, or even test pick designs. Another opiaon t

the pin dynamics were then updated, and the timer was settto wacould be easily implemented with multiple collision poinisuid
be a working key as one kind of pick. Then, when inserted, this



key would enable the cylinder to be turned immediately. iplalt 4.19  Generalized Implementation

improper keys could be added to demonstrate that only one keyyhile it is nice to be able to see within a pin tumbleklwhile
would open the lock. picking it, for this simulation to be truly marketable for
locksmiths and lock designers this simulation program would

. ) . . need to be generalized to accept any kind of lock, and
Obviously, if the pins should be able to separate at the-hea automatically scale and place the lock parts within the
then they must be separate objects. Indeed, in creating thisnironment.

simulation, the models for the driver and offset pinsewaodeled
as separate objects, yet were combined for the simulatso 4.1.10 Experimentation

though they were glued together (as can be seen in figurers). F | order to evaluate how successfully this simulation conspiare

4.1.4  Pin Independence and Complex Interactions

the simulation to be more accurate, each pin, (all damdroffsgt actually picking a lock, it would be desirable to perforsesies
pins), should interact with each other and the cylinder of experiments using both amateur and expert lock-pickers, and
individually. In that case it would be allowable to le¢ tiriver obtain user feedback about how the simulation performs and how
pin stay placed, but pull the offset pin down using gréoital it could be improved.

forces. It must also be allowable that the offset pitogchigh in
the shaft and get stuck under the frictional force. Aldmemthe 5 CONCLUSION
offset pin is pushed against the driver pin, this shoulthé&etly
time that the driver pin moves (in a chain of applied anctirea
forces). It would also be nice to add mushroom pins toyters.
While these features may sound simple, their implementatill

take some work, and the logical checks will further detesy
haptics of the system.

The goal of creating a haptic pin tumbler lock-picking satiah
has been accomplished using a haptic paddle, PHANToM Omni, a
visual display, and libraries from Chai3d and OpenGL. By
providing threads to separate the haptics from the graphics,
computational resources needed to implement this simulation
were minimized. In the simulation the user can feel theefor
415 Camera View Singularity feedback they would experience when actually picking a lock, as
%{\//le” as the sensations that occur when each pin is comgmis
ostly realistic pin dynamic behaviour has been implemented
within the simulation by increasing the mass of the pihg. pins
d respond to ever-present spring forces above, the frittforzes

When moving the camera view around the lock assembly there ar
two viewpoints that cause the visual display to jump suddanly
pi radians because of singularities present in the compuiaftion

the viewing matrix. These two points occur directly above an provided through the haptic paddle, and the interactions that the

below the lock. Currently these two viewpoints are consitlere h ) L
rare enough that they could be ignored. But, to make a more“S&" provides from the PHANTOM Omni. True to reality pies

complete simulation it would be better to remove these are more difficult. to move Whgn the force applied to thetibap .
singularities paddle (or tension wrench) increases. Thus, the two haptic

displays provide realistic force feedback.

4.1.6  Cylinder and Wrench Rotations . - . . .
As each pin is compromised the program causes the cylinder toWh|Ie additional work is needed to make the simulation more

rotate slightly. These rotations were intended to be abwmut t realistic, complete, and capable of dynamiqally intdmchith
cylinder's axis of rotation, but instead ended up rotadibgut the any lock assemply, users who have tried this S|mulat|pn seem
objects’ origin (i.e., the location in space correspondingliere enjoy the experience, and are not bothered by the discrepancies
x-, y-, and z-coordinates of the *.obj file are simultanepmsto). between the virtual with real experiences.

Also, the wrench should rotate about the same axis ofaotati
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